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Abstract

Enterprise LLM agents are increasingly allowed
to call workflow tools for document export, salary
lookup, finance approval, and account administra-
tion. A damaging failure can arise even when the
agent appears to obey the written policy. The pol-
icy requires an authorization artifact before a sen-
sitive action, but an agent-callable workflow can
issue or advance that artifact without a clearly in-
dependent approver. We call this pattern self-
service authorization. It is not a new access-control
principle. The confused deputy problem and the
separation-of-duty requirement describe the same
underlying risk. What makes the agent setting dif-
ferent is the audit challenge: unlike analyses based
on code or ACLs, the authorization chain here is
scattered across natural-language policies, tool de-
scriptions, and LLM-planned tool calls. No sin-
gle artifact records it. In this paper, we propose
AutoAuthScan, a deployment-time audit prototype.
It uses an LLM to extract a structured authoriza-
tion graph, then applies deterministic path analysis
and LangGraph-based dynamic verification. On a
12-case synthetic enterprise OA benchmark, Au-
toAuthScan achieves F1=1.00 with Kimi extrac-
tion, compared with 0.667 for keyword matching
and 0.923 for direct LLM judgment. The improve-
ment comes from avoiding false positives on trace
identifiers, pending approvals, and protected-user
confirmation cases. All findings are audit candi-
dates that require human validation.

1 Introduction

LLM agents are increasingly connected to external tools and
workflows. ReAct-style reasoning and acting [Yao er al.,
2023], tool-augmented language models [Schick et al., 2023;
Qin et al., 2024], and agent benchmarks [Liu er al., 2023]
demonstrate how tool access extends model capability far be-
yond text generation. In enterprise deployments, agents now
query HR databases, export confidential documents, approve
financial transactions, and execute other sensitive operations.
These tools are not just functional interfaces. They encode
access-control boundaries. Calling them should require more

than the ability to form the right request. It should depend on
a real authorization decision.

The same pattern extends beyond one example. Salary
files, contract documents, employee records, and finance ap-
provals can all be exposed or modified through the same
mechanism. A credential that was meant to represent inde-
pendent permission is agent-reachable. The reasoning loop
that makes agents flexible also gives them access to work-
flows that issue credentials or approvals. If the requestor role
and the grantor role are not clearly separated, the agent can
effectively authorize itself. We call this pattern self-service
authorization. It is not a failure of the agent to follow instruc-
tions. The agent may be following the policy exactly. The
problem is that the policy assumes an independent principal,
while the agent’s toolset collapses that assumption.

This risk belongs to a known family of authorization fail-
ures. The confused deputy problem [Hardy, 1988] describes
a trusted program that can be tricked into using its author-
ity on behalf of an untrusted caller. Self-service authoriza-
tion mirrors this pattern. The agent is the trusted deputy, and
the tool that issues credentials is the authority it can misuse.
The separation-of-duty (SoD) principle [Sandhu ef al., 1996]
formalizes the requirement that sensitive transactions involve
multiple independent principals. Self-service authorization
violates SoD because the same entity plays both requester and
approver in a single execution trace.

What makes the agent setting fundamentally harder to au-
dit than traditional systems is that the authorization path is
not hard-coded. In traditional software, credentials are issued
and consumed in code, and a reviewer can trace the call chain
mechanically. In an LLM-agent deployment, however, the
policy is written in natural language, the tool descriptions are
in prose, and the actual call plan is generated at runtime by
an LLM. No single artifact records who may issue a particu-
lar credential or which tools consume it; a security reviewer
must reconstruct this chain from heterogeneous sources and
reason about a dynamic path the agent might take, not a static
one fixed at design time. This exposes three specific gaps that
motivate our work.

First, traditional access-control analysis is usually centered
on code, ACLs, IAM policies, or enforcement points; it does
not directly parse natural-language agent policies or model
tool chains planned by an LLM. Second, much LLM-agent
security work studies prompt injection, unsafe tool misuse,



or runtime privilege enforcement, while our focus is a policy-
compliant workflow design flaw: the configuration itself con-
tains a self-authorizing path. Third, simple detectors are weak
at both ends. Keyword or generic tool matching over-flags
any token-like string, while direct LLM judgment can be mis-
led by surface words such as “approval” or “confirmation”.
We therefore separate LLM structured extraction from deter-
ministic graph search.

Our contributions are summarized as follow: First, we de-
fine a principal-aware threat model for self-service authoriza-
tion in tool-using agents. The model explicitly distinguishes
between the agent’s role as a tool caller and the independent
principals that authorization policies implicitly rely on. Sec-
ond, we implement AutoAuthScan, a lightweight prototype
that uses LLM-assisted extraction to build a policy-tool au-
thorization graph, then applies deterministic graph analysis
to find candidate vulnerability paths. We deliberately avoid
using the LLM for the final verdict. The graph search is
fully deterministic, which makes the analysis reproducible
and suitable for audit. Third, we construct a small synthetic
benchmark based on enterprise OA scenarios and report both
static extraction results and dynamic verification results using
LangGraph. The benchmark is controlled and does not claim
broad real-world coverage, but it allows us to demonstrate
that self-service authorization vulnerabilities are detectable
with a lightweight, composable analysis.

2 Related Work

Authorization and delegated authority. Self-service au-
thorization is connected to the confused deputy problem,
where one principal induces a program to misuse authority
on its behalf [Hardy, 1988], and to principles such as least
privilege and complete mediation [Saltzer and Schroeder,
1975]. OAuth separates resource owners, clients, authoriza-
tion servers, and resource servers [Hardt, 2012]. We do not
claim a new access-control principle; we turn this kind of
boundary collapse into an audit problem for LLM tool-agent
configurations where principals may be implicit in text.

LLM agents and security evaluation. Tool-using agents
are vulnerable to prompt injection and unsafe tool calls [Gre-
shake er al., 2023]. AgentDojo evaluates attacks and defenses
for agents operating over realistic tools [Debenedetti et al.,
2024], while SeClaw synthesizes security tasks from specifi-
cations for autonomous agents [Cheng et al., 2026]. OWASP
highlights prompt injection, excessive agency, and sensitive
information disclosure in LLM applications [OWASP Foun-
dation, 2025]. These works motivate agent security eval-
uation [Ruan et al., 2024]; they do not directly target the
deployment-time audit setting where a policy-compliant tool
path produces and consumes its own authorization artifact.

Agent privilege control. Recent systems such as Progent,
AgenTRIM, and AgentGuard study least-privilege or access-
control enforcement for tool-using agents [Shi er al., 2025;
Betser et al., 2026; Luo et al., 2026]. They are complemen-
tary to AutoAuthScan. Runtime privilege control can block
or filter tool calls once a correct policy exists; AutoAuthScan
asks whether the policy-tool design already contains a self-
authorizing path that should be reviewed before deployment.

Role Meaning

Requesting user ~ Submits the task; may be benign or mali-
cious.

Plans and invokes tools under a deploy-
ment identity.

Independent approver, owner, or backend
authorization service.

Executes the sensitive operation.

Agent
Auth. principal

Resource service

Table 1: Four principals used in the threat model.

3 Threat Model and Definition

Principals. We model four roles in Table 1. An authorization
principal is a principal that can issue, validate, or approve an
artifact that another tool requires as a precondition. A re-
source service is the tool that performs the sensitive action
and consumes that artifact. For an authorization decision to
be meaningful, the authorization principal must be indepen-
dent with respect to the protected operation. Independence
requires two criteria:

1. Distinct identity. The principal is not the requesting
user, the agent, or any entity the agent can impersonate
or control through its available tools.

2. Explicit binding. The policy or tool description must
name this principal as the issuer, validator, or approver
of the artifact. Implicit naming — for example, “’the sys-
tem checks the token” without specifying who produces
it — does not satisfy independence.

Requesting user confirmation alone does not satisfy inde-
pendence, because the requesting user may be an attacker.
Resource-owner confirmation can satisfy independence when
the policy binds the decision to a specific human or service
outside the agent’s control.

Self-Service Authorization. A configuration contains a
self-service authorization path when three conditions hold:

1. A sensitive tool s € 7 performs a protected operation
and requires artifact a € A as a precondition.

2. The agent can invoke a path p = (¢1,...,t,) of agent-
reachable tools that together produce or advance a.

3. No independent authorization principal participates in
the path that produces a.

Here 7T is the tool set and .4 is the set of authorization artifacts
extracted from policies and tool descriptions. Self-service au-
thorization is a property of the configuration, not of a specific
user input. The vulnerability does not depend on prompt in-
jection, jailbreaking, or privilege escalation. It exists because
the authorization chain, when traced across tool descriptions
and policy text, returns to the agent itself.

Attacker Capability. The attacker can submit arbitrary
user requests to the agent and induce the agent to call any tool
that is accessible under the deployment configuration. The
attacker cannot modify backend code, rewrite policy files,
compromise API keys, or forge tool outputs. The question is
whether the configuration already allows the agent to obtain
and spend an authorization artifact without an independent
principal entering the loop.
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Figure 1: Overview of the audit pipeline. The LLM performs structured extraction; the candidate-risk decision is made by graph analysis and

optionally checked through synthetic dynamic execution.
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Figure 2: Example candidate path in an OA document-export work-
flow. The risky point is not the artifact itself, but that it is produced
inside an agent-reachable path without an independent approver.

Scope and Boundary Cases. An authorization artifact is
any credential, token, approved identifier, or status flag that
gates access to a sensitive tool. The following are excluded:
(i) pending approvals, unless the agent can advance their sta-
tus; (ii) trace or logging identifiers not used as preconditions;
(iii) artifacts issued by tools outside the agent’s reachable set;
(iv) scope attributes such as document ids, department codes,
or reason strings.

4 Method

AutoAuthScan is a white-box or gray-box deployment-time
audit prototype. It assumes access to policy text and tool de-
scriptions, but not production backend code. It outputs ranked
candidate findings for human validation.

Design rationale. Self-service authorization paths involve
two kinds of reasoning. The first is semantic: which artifacts
are authorization-related, and who issues them. The second

is structural: whether a chain of tool calls can produce and
consume an artifact without leaving the agent’s reachable set.
An LLM performing both tasks end-to-end is prone to false
positives from surface keywords such as “approved” or *’to-
ken.” Its decisions are also hard to audit because the reasoning
is hidden in a single generation. Our approach separates the
two. LLM-assisted extraction handles the semantic step un-
der hard constraints. Deterministic graph search handles the
structural step. The third stage uses a LangGraph agent for
dynamic verification. It catches remaining false positives by
testing whether an actual LLM planner would follow the ex-
tracted path. This three-stage design lets each component be
inspected and improved independently.

4.1 LLM-Assisted Extraction

The extractor converts natural-language policy and tool de-
scriptions into a list of JSON tool records. Each tool
record contains the tool’s own properties such as name,
kind, agent_callable, sensitive, and call_condition, plus two
nested artifact lists. The first is requires, which lists arti-
facts the tool consumes. The second is outputs, which lists
artifacts the tool produces. Authorization artifacts in either
list carry a principal_state field that records the extractor’s
judgment about who issues or validates that artifact. When
the policy text explicitly states that a backend service inde-
pendently validates a required artifact, the tool record also
includes a validation_principal field at the tool level. A com-
pact valid JSON example is:

{
"name": "request_document_access",
"kind": "auth_tool",
"agent_callable": true,
"sensitive": false,
"requires": [],
"outputs": [{



"name": "access_token",
"type": "authorization",
"scope": {
"resource_type": "document"
}y
"principal_ state":
— "agent_or_workflow_only"

b,

"call_condition": "agent may request
— access with a reason string" }

"name": "export_document",
"kind": "resource_tool",
"agent_callable": true,
"sensitive": true,
"requires": [{
"name": "access_token",
"type": "authorization",
"scope": {
"resource_type":
bo
"principal_state":
— "agent_or_workflow_only"
Py
"outputs": [],
"call condition":
— access_token"

"document"

"requires

The extraction runs a single LLM call per case. The prompt
provides the policy text, tool descriptions, the target JSON
schema, and a set of extraction rules. One rule enforces a
constraint that is specific to our threat model: the LLM must
not infer an external authorization principal from surface key-
words such as “approved” or ’token” alone, because these do
not satisfy the independence condition in Section 3. After the
LLM returns a JSON response, the result is post-processed
through JSON validation, artifact-name canonicalization, and
principal-state normalization. Invalid or non-deterministic
outputs are discarded.

4.2 GraphScanner

GraphScanner builds a bipartite authorization graph from ex-
tracted records. A produces edge connects a tool to an ar-
tifact; a requires edge connects an artifact to a tool. Ar-
tifact matching first canonicalizes names, then checks type
and coarse scope compatibility. Non-authorization scope at-
tributes (such as document IDs or reason strings) are retained
as metadata but do not gate the search, the BFS assumes the
user can provide them through the task context.

The scanner searches forward through the tool set. Algo-
rithm 1 formalizes this procedure. The goal is to find se-
quences where the agent, starting from tools that need no
prior authorization, can accumulate artifacts and eventually
reach a sensitive sink. This is a forward BFS because autho-
rization artifacts are consumed after they are produced, while
the direction matters and the graph is acyclic in the artifact
dependency sense.

Algorithm 1 Self-Service Authorization Search

Input: Tool records T’
Output: Set of candidate findings F

I F« 0

2: Define PRESAT(t, A) = Va € requires(t) : type(a) #
authorization Va € A

3: Q « {{(t), outputs(t)) |t € T, agent_callable(t),

PRESAT(L, ()}

4: Seen < ()

5: while Q # 0 do

6:  pop (path, artifacts) from Q

7. if (path, artifacts) € Seen then

8: continue

9: endif

10:  Seen < Seen U {(path, artifacts)}
11:  for each t € T where agent_callable(t) do

12: if PRESAT(t, artifacts) then

13: path’ < path -t

14: artifacts’ < artifacts U outputs(t)
15: if sensitive(t) then

16: enablers < {a € requires(t) |

type(a) = authorizationA
state(a) # external_explicit}

17: if enablers # () then

18: F «+ FU{(path', t)}
19: end if

20: end if

21: push (path’, artifacts’) into Q
22: end if

23:  end for

24: end while

25: return F’

The pattern of interest is indirect. A direct self-service au-
thorization path (one tool both produces and consumes the ar-
tifact) is trivial and unlikely to appear in real configurations.
The more realistic case is a multi-step chain where tool A pro-
duces artifact p, tool B transforms or advances p into p’, and
sensitive tool C consumes p’. The BFS captures this naturally
because it tracks the full artifact set along each branch. The
search terminates without special handling for cycles. Ar-
tifact sets grow monotonically as the search progresses, so
revisiting a tool with the same set of artifacts cannot enable
new paths. Each state is visited at most once per unique arti-
fact combination.

4.3 Dynamic Verification

Dynamic verification optionally checks static findings in
a controlled LangGraph environment [LangChain, 2024].
Static findings describe structurally plausible paths, but not
all such paths are feasible at runtime. The planner may refuse
to follow the expected call sequence, or a tool’s call condition
may block the necessary order.

For a candidate selected for verification, we construct a
scenario. The planner receives the user task, policy, and
tool schemas. Mock tools are constructed to follow each



case’s tool description. They expose the same tool names,
input fields, returned artifacts, and precondition checks as the
benchmark case, but operate only on synthetic state rather
than real backend data or credentials. A run terminates under
one of three conditions: success (the sensitive tool is called
after acquiring the required artifact), rejection, or a step limit.

Confirmed executions are traces that contain an
authorization-producing call followed by a successful
sensitive sink call.  This verifies synthetic-environment
exploitability, not a real backend vulnerability.

5 Benchmark

The benchmark is designed as a contrastive test bed
rather than a large-scale corpus. Each case isolates one
authorization-chain property: whether an authorization arti-
fact is agent-reachable, whether the artifact is accepted by a
sensitive sink, and whether an independent principal issues or
validates it. The key design goal is to make shallow lexical
cues unreliable: vulnerable, patched, and hard-negative cases
all contain words such as token, approval, access, or confir-
mation, but differ in principal binding and artifact reachabil-
ity.

Our benchmark follows three design goals. First, it cov-
ers multiple authorization-chain shapes rather than a single
token-grant pattern. Second, it includes contrastive safe cases
that share surface authorization vocabulary with vulnerable
cases. Third, it supports both static labels and dynamic ex-
ecution traces, so that design reachability and planner ex-
ploitability can be analyzed separately.

The benchmark contains 12 synthetic enterprise-OA cases
derived from common workflows: document export, con-
tract access, salary query, employee lookup, finance approval,
email deletion, and approval-state transitions. We are not
aware of a public benchmark specifically isolating this policy-
tool authorization pattern, so the cases are hand-written. The
vulnerable cases test recall over four self-authorization mech-
anisms: direct credential grants, weak validation of requester-
controlled fields, approval-id reuse, and self-approval chains.
The patched cases test whether a detector recognizes real re-
pairs, such as pending-only artifacts, external backend vali-
dation, scoped external tokens, or protected-owner confirma-
tion. The hard negatives test precision under misleading sur-
face forms, such as trace identifiers and non-callable issuers.

Ground truth labels are assigned according to the candidate
condition in Section 3. A case is labeled vulnerable only if an
agent-reachable path can produce or advance an authorization
artifact that is later accepted by a sensitive sink without an
external_explicit authorization gate. A case is labeled
safe if the path is blocked by pending state, non-callability,
scoped external validation, or protected-owner confirmation.

6 Results and Analysis

6.1 Experimental Setup

Evaluation dataset. We use the 12-case synthetic
enterprise-OA benchmark described in Section 5. The
benchmark contains six vulnerable cases and six safe cases.
The safe cases include patched configurations and hard
negatives that preserve misleading authorization vocabulary,

Case Pattern GT Dyn
doc_export Direct grant \Y% C
contract_access Direct grant v C
salary_query Weak validation vV  C/D*
employee_list Weak validation A% C
finance_approval ID reuse \Y% C
self_approval Self approval \Y C
pending_export Pending only S R
salary_backend External backend S R
finance_scoped Scoped token S R
email_confirm User confirmation S R
trace_token Trace id S R
noncallable_issuer ~ Non-callable issuer S R

Table 2: Benchmark summary. GT is ground truth; V/S denote vul-
nerable/safe; C/R denote dynamically confirmed/rejected. D* de-
notes one DeepSeek missed execution across three repeats.

so the evaluation tests whether a detector reasons over
artifact reachability and principal binding rather than isolated
keywords.

Static detection setting. Static detection is evaluated at the
case level. A method predicts positive if it reports at least one
candidate self-service authorization path for a case. We report
TP, FP, TN, EN, and F1. TP and FN are counted over vulnera-
ble cases; FP and TN are counted over safe cases. Unless oth-
erwise stated, AutoAuthScan uses Kimi extraction followed
by GraphScanner.

Baselines. We compare against four settings that represent
increasing levels of structure. Keyword matching flags co-
occurrence of authorization words and sensitive-operation
words. Generic tool-risk matching flags any configuration
containing both authorization/workflow tools and sensitive
tools. Direct LLM judgment asks an LLM to decide vulnera-
bility directly from the raw policy and tool descriptions with-
out an explicit graph. Manual Graph uses manually structured
labels and serves as an oracle-style upper bound for the deter-
ministic graph-search step.

Dynamic verification setting. Dynamic verification is
evaluated at the run level. For each case, we instantiate deter-
ministic LangGraph mock tools that follow the declared tool
descriptions and operate only on synthetic state. Each plan-
ner is run three times per case, producing 36 runs per planner.
A vulnerable-case run is counted as a dynamic TP when the
planner obtains the required authorization artifact and then
successfully calls the sensitive sink; a safe-case run is counted
as a dynamic FP if the sensitive sink succeeds. Avg. denotes
the average number of executed tool steps per run.

Models and research questions. For extractor sensitivity,
we compare Kimi and DeepSeek extraction before Graph-
Scanner. For dynamic verification, we use Kimi K2.5 and
DeepSeek-v4-pro as planners. The experiments ask three
questions. RQ1 asks whether structured graph decisions re-
duce false positives compared with shallow baselines. RQ2
asks how sensitive the method is to the LLM used for extrac-
tion. RQ3 asks whether statically identified candidate paths
can be executed by LLLM planners in the synthetic environ-
ment.



Method TP FP TN FN F1

Keyword 6 6 0 0 .667
Generic Tool 6 6 0 0 .667
LLM Judge (Kimi) 6 1 5 0 923
Ours (Kimi) 6 0 6 0 1.000
Manual Graph 6 0 6 0 1.000

Table 3: Static detection on 12 cases. Manual Graph uses manually
structured labels and represents an oracle-style upper bound for the
graph search step.

6.2 Static Detection

Static detection evaluates whether a method can separate real
self-authorization paths from configurations that merely con-
tain authorization-like vocabulary. This distinction is impor-
tant because all safe cases intentionally contain misleading
surface cues, such as tokens, approvals, confirmations, or is-
suers. A useful detector should therefore preserve recall on
vulnerable paths while rejecting patched and hard-negative
cases.

RQ1: shallow baselines. Table 3 reports case-level static
results. The keyword and generic baselines achieve full re-
call but zero true negatives. This is expected: they treat the
presence of access tokens, approval ids, or confirmation as
risk evidence, but they do not distinguish an authorization
artifact from a trace identifier, a pending approval state, or
a protected-owner confirmation. The result shows that the
task is not simply to find security-sensitive words; it requires
reasoning over artifact semantics, reachability, and principal
binding.

Direct LLM judgment performs better than lexical base-
lines but still fails on the protected-confirmation case. This
suggests that an LLM can often recognize the broad risk pat-
tern, but may collapse different meanings of confirmation
into a single shallow concept. The important question is not
whether confirmation exists, but who is bound to confirm and
whether that principal is independent. This motivates struc-
tured extraction: the model is asked to expose the principal
field rather than directly issue an opaque vulnerability label.

RQ2: extractor sensitivity. Table 4 compares detector
models. Kimi extraction plus GraphScanner matches the
manual graph on this benchmark. DeepSeek extraction pro-
duces one false positive on the same protected-confirmation
case: it marks the confirmation artifact as lacking an external
principal even though the case text binds confirmation to the
protected account owner. The DeepSeek false positive is use-
ful because it localizes the remaining weakness. The graph
search behaves as expected once the principal field is correct,
but the extractor may still misread protected-owner binding.
Thus AutoAuthScan improves auditability rather than elimi-
nating semantic extraction errors: reviewers can inspect the
extracted principal field and correct the candidate.

6.3 Dynamic Verification

Dynamic verification should be read as a planner-
executability check rather than as ground-truth construction.
It asks whether a statically reachable chain can actually be

Detector Method TP FP FN F1
Kimi LLM Judge 6 1 0 923
Kimi Ours 6 0 0 1.000
DeepSeek  LLM Judge 6 1 0 923
DeepSeek  Ours 6 1 0 923

Table 4: Detector-model comparison. The repeated false positive
is the protected user-confirmation case, indicating that principal ex-
traction is the fragile step.

Planner TP FP TN FN F1 Avg.
Kimi K2.5 18 0 18 0 1.000 1.556
DeepSeek-v4-pro 17 0 18 1 971  1.361

Table 5: Dynamic verification over three repeats per case. Avg. is
the average number of executed tool steps per run.

realized by an LLM planner under the declared mock-tool se-
mantics.

RQ3: planner execution. Table 5 reports run-level dy-
namic results over 36 runs per model. Kimi completes all
vulnerable workflows and never triggers safe cases on this
benchmark. DeepSeek misses one run of the salary-query
weak-validation case. The trace shows no API error; the
planner stops after an intermediate step rather than calling
the final salary-query tool, so the miss reflects planner behav-
ior, not absence of the vulnerable path. The low average step
count indicates that the benchmark focuses on short creden-
tial chains rather than long-horizon planning. This is inten-
tional for the first version: the goal is to isolate authorization-
boundary errors rather than stress-test general agent planning.

The results support three takeaways. First, surface autho-
rization vocabulary is insufficient because safe and vulnerable
cases share the same words. Second, direct LLM judgment is
useful but less auditable than structured extraction plus graph
search. Third, the remaining errors concentrate in principal
extraction, which should be the focus of future robustness im-
provements.

7 Discussion and Limitations

AutoAuthScan is an audit aid before or during deployment.
Its output is an authorization path plus a candidate label, so a
reviewer can inspect which tool produced which artifact and
which sensitive sink consumed it. In larger deployments, ex-
tracted graphs could be cached, batch-scanned, and ranked by
confidence to reduce human triage cost.

Several limitations remain. First, the prototype analyzes
policy and tool descriptions, not backend code; future work
should combine API specifications and code/static analysis.
Second, scope modeling is coarse; future versions should use
ABAC-style owner, resource, and operation binding. Third,
dynamic verification uses mock tools; open-source enterprise
agent platforms would better measure practical exploitability.
Fourth, the benchmark has 12 cases and two planner models;
future work should add more cases, more models, and abla-
tions such as schema-only extraction, policy-only detection,
few-shot LLM rubrics, and graph variants. Fifth, extraction



can vary across models and runs; multi-run extraction, agree-
ment checks, and confidence calibration are needed.

Ambiguous or missing authorization principals should pro-
duce low-confidence audit candidates rather than confirmed
vulnerabilities. This is conservative for safety, but it increases
review workload and reinforces the need for human validation
by authorized system owners.

8 Conclusion

Self-service authorization is an agent-specific audit formula-
tion of a known authorization failure pattern. The main lesson
is that agent authorization review should reason over policy-
tool paths, not isolated tool names. AutoAuthScan is an initial
prototype showing that structured graph auditing can surface
candidate self-authorization risks for human reviewers before
deployment. The current evidence is limited to a synthetic
benchmark, but it suggests a concrete direction for reviewing
enterprise tool-agent configurations.

Ethical Statement

This work is intended for defensive review of synthetic or ex-
plicitly authorized agent deployments. The benchmark uses
mock tools, contains no real enterprise data, and does not in-
clude real credentials or production endpoints. AutoAuth-
Scan findings should be treated as audit candidates unless val-
idated by authorized system owners. Any released artifacts
should avoid operational exploit prompts against third-party
services and should be used only to help developers repair
unsafe authorization designs before deployment.
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