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Abstract

Although multi-stage guardrails are widely de-
ployed to secure LLM agents by sequentially scan-
ning submitted packages and verifying tool trajec-
tories, their vulnerability to capability asymmetry
is rarely studied. In this paper, we expose a struc-
tural cross-modal context alignment failure within
these pipelines and propose the Cross-Modal De-
coupled Attack (CDA). CDA factorizes an exploit
intent into a target-agnostic text routing prompt to
bypass upfront filters, while hiding the executable
workflow record entirely within JPEG EXIF meta-
data for the runtime agent to execute. To sys-
tematically validate this methodology, we design
CDA-Generator to automate the target-conditioned
compilation matrix. We applied the proposed
CDA framework in the OpenClaw Security Attack
and Defense Challenge at the IJICAI 2026 Work-
shop on AIGC Safety, achieving a 94.7% end-to-
end multi-stage funnel breach rate across hetero-
geneous smart-home, e-commerce, and enterprise-
OA workflows. Our solution was ranked 2nd on the
official leaderboard.

1 Introduction

Large Language Model (LLM) agents have rapidly evolved
from passive conversational interfaces into autonomous ex-
ecutors that orchestrate system-level tools and multi-modal
attachments [Yao et al., 2023; Qin et al., 2024; Ruan et
al., 2023; Jiang et al., 2025]. This autonomy inherently ex-
pands the attack surface beyond the trusted user prompt, inte-
grating unvetted external data as actionable context and dra-
matically amplifying the threat of indirect prompt injection.
Consequently, malicious payloads concealed within seem-
ingly benign files or retrieved web content can silently hi-
jack the agent’s planning trajectory, triggering a devastating
exploitation chain: from initial instruction injection to unau-
thorized API abuse and the ultimate compromise of physi-
cal or digital assets [Greshake et al., 2023; Liu et al., 2023;
Yi et al., 2023].

Existing indirect prompt injections (IPI) embed payloads
in retrieved plaintext [Greshake et al., 2023; Liu et al.,
2023], while advanced multimodal variants conceal instruc-
tions within perturbed pixels, OCR-rendered text, or fab-
ricated tools [Bagdasaryan et al., 2023; Qi et al., 2023;
Mo et al., 2026]. However, these approaches share a fa-
tal architectural flaw against modern agents: they deploy a
monolithic injection strategy. By tightly coupling the adver-
sarial intent and the execution payload within the visible input
surface, they inadvertently expose their malicious semantics.
Consequently, contemporary multi-stage guardrails [Cheng et
al., 2026; Chennabasappa ef al., 2025; Hines et al., 2024]
can preemptively intercept these payloads during front-end
package scanning and instruction safety evaluation. By con-
fining their payloads to this heavily policed visible surface,
prior attacks leave a structural vulnerability untapped: they
fail to exploit the spatial and modal decoupling inherent in
autonomous tool-use.

To systematically exploit this untapped vulnerability, we
introduce the Cross-Modal Decoupled Attack (CDA). CDA
completely abandons the monolithic injection paradigm by
factorizing the adversarial payload across two disjoint spatial-
modal dimensions. Specifically, it presents a context-neutral,
visible routing prompt designed to placate front-end static
scanners, while sequestering an executable malicious work-
flow entirely within the binary EXIF metadata of a seem-
ingly benign image attachment. When the agent is in-
nocuously instructed to process the image, it autonomously
recovers the hidden metadata, which then actively provi-
sions target API endpoints, compliance-bypass evidence, and
token-harvesting procedures directly into the runtime con-
text. To operationalize this threat at scale, we develop CDA-
Generator, a target-conditioned synthesis engine. By incorpo-
rating parametric semantic masking and procedural logic en-
codings, CDA-Generator automates the compilation of highly
evasive, multi-modal exploit packages across the OpenClaw
benchmark, effectively neutralizing even deeper model-based
semantic judges.

To evaluate the efficacy of CDA, we conduct experi-
ments across heterogeneous real-world scenarios—including
smart-home control, e-commerce payments, and enterprise-



OA workflows—within the OpenClaw benchmark [Cheng et
al., 2026]. We pit our attack against a multi-stage defense
funnel comprising static package scanners, LLM-based se-
mantic evaluators, and runtime trajectory verifiers. The re-
sults demonstrate the potency of our decoupled approach: by
maintaining strict binary dormancy during the pre-execution
phase, CDA neutralizes front-end filters and achieves a 94.7%
(18/19) end-to-end breach rate across the guardrail pipeline.
This paper makes four contributions:

* We identify cross-modal payload decoupling as a con-
text mismatch between staged guardrail inspection and
agent runtime recovery.

e We introduce CDA, which combines metadata-side
workflow records, generic task routing, semantic mask-
ing, and dynamic-token workflow encoding.

e We build a target-conditioned CDA generator from API
paths, bypass mechanisms, red-line classes, and creden-
tial types.

* We evaluate CDA on 19 OpenClaw targets and show
that the main failure point shifts from static scanning to
instruction-stage boundary cases.

2 Related Work

2.1 Indirect Prompt Injection

Prompt injection embeds adversarial instructions in content
that an LLM later processes. Unlike direct attacks that ma-
nipulate the user input, indirect prompt injection hides in-
structions in third-party content such as web pages, emails,
documents, or tool outputs retrieved during a task [Perez
and Ribeiro, 2022; Greshake et al., 2023; Liu et al., 2023;
Kang et al., 2023]. Liu et al. [Liu et al., 2024] find that ex-
isting defenses offer limited protection. The risk is amplified
in tool-using agents that act on retrieved content through ex-
ternal APIs, browsers, and code execution [Yao et al., 2023;
Schick et al., 2023; Qin et al., 2024; Ruan et al., 2023; Zhou
et al., 2024; Deng et al., 2024], where an injected instruction
can trigger a privileged action rather than only a text response.
Recent benchmarks quantify this exposure [Zhan et al., 2024;
Debenedetti et al., 2024; Zhang et al., 2025].

CDA shares this threat model but differs in payload place-
ment: the visible task is identical across targets and carries
no operational instruction, while the executable workflow is
stored in image metadata recovered only at runtime. This
keeps the payload out of the content that guardrails inspect
while still steering the agent.

2.2 Multimodal and Covert Injection

Injection payloads need not appear in the visible prompt.
Multimodal attacks embed instructions in image pixels, ad-
versarial perturbations, rendered or OCR-readable text, or au-
dio that the model interprets as input [Bagdasaryan et al.,
2023; Qi et al., 2023; Shayegani et al., 2023; Bailey et al.,
20231, and such visually embedded instructions transfer to
computer-use and browser agents [Cao ef al., 2025]. A sepa-
rate line hides instructions in non-perceptible channels, such
as zero-width and Unicode-tag characters, HTML comments,
invisible fonts, or document and file metadata [Greshake et

al., 2023; Xiong et al., 2025]; closest to our work, Mo et
al. [Mo et al., 2026] craft attractive tool names, descriptions,
and schemas so that an agent invokes an attacker-supplied
malicious tool.

CDA differs from these attacks in threat model, channel,
and objective. Its payload is not perceived as image or audio
content: the agent recovers it from JPEG EXIF bytes, inde-
pendent of visual rendering or OCR. Unlike Mo et al., who in-
troduce a malicious tool and compete for tool selection, CDA
adds no new tool and instead embeds an executable workflow
in the metadata of a user-supplied attachment to drive a legit-
imate but privileged APIL

2.3 Guardrails for LLM Agents

Deployed agents are increasingly guarded at one or more
stages. Content-screening defenses flag unsafe prompts
and responses [Upadhayay and Behzadan, 2025] or sepa-
rate trusted from untrusted instructions through an instruc-
tion hierarchy, structured queries, or input marking [Wal-
lace et al., 2024; Chen et al., 2025; Hines et al., 2024],
whereas execution-bound defenses constrain the action itself:
GuardAgent checks whether actions satisfy a policy [Xiang
et al., 2024] and CaMeL derives control and data flow from
the trusted query to protect the program flow [Debenedetti et
al., 2025], with layered systems such as LlamaFirewall com-
bining several guards [Chennabasappa er al., 2025].

CDA does not target execution-bound defenses, which mit-
igate the attack regardless of payload concealment. Instead,
it targets cascaded pipelines where separate stages scan the
package, assess instruction safety, and validate trajectories
without reconciling their observations.

3 Background and Threat Model

OpenClaw provides a controlled instance of cascaded
guardrails for tool-using LLM agents, following the official
SeClaw benchmark setting for security-task synthesis and
evaluation [Cheng et al., 2026]. We use it to study cross-
modal context mismatch in a setting where submitted tasks,
external assets, and tool trajectories are evaluated by sepa-
rate safety stages. The benchmark covers 19 protected API
targets across smart-home automation, e-commerce support,
and enterprise office automation. Each target pairs a prohib-
ited operation with target-specific bypass evidence, such as
an authorization field, an emergency reason, an urgency flag,
or a live enterprise access token.

3.1 Cascaded Guardrail Formalization

We model the OpenClaw safety pipeline as three sequential
guards over an attack package. Let P = (T,.A) denote the
submitted package, where 7 is the user-facing task text and
A is the attachment set. Let M denote the trajectory artifact
produced during execution. For target k£, OpenClaw accepts
an attack package only when all three guards accept:

Sk = Gl(P) ' G2(Pac(“4)) : GB(ka)a (1)

where each guard maps its input to a binary accept or re-
ject decision. (G is the Skill Security Scan, a pre-execution
package scan over the submitted task and attachments. Gq
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Figure 1: Overview of the Cross-Modal Decoupled Attack (CDA) framework. A target-conditioned generator creates one submitted package
containing an invariant visible task and a JPEG attachment whose EXIF metadata stores a recoverable workflow record. Guardrail stages
inspect package-level and instruction-level views, while the runtime agent can recover metadata before reconstructing the target workflow.
The figure highlights the view mismatch that motivates CDA’s separation between visible routing context and recoverable execution context.

is the Instruction Security Evaluation, an LLM-based judge
over the task and recovered attachment context C'(A). G3
is Attack Trajectory verification, a post-execution check that
the trajectory contains the target API call and the required by-
pass evidence. This veto structure makes OpenClaw informa-
tive for our study: an adversarial package must appear benign
to the earlier guards while preserving recoverable execution
context for the trajectory validator.

3.2 Target Surface

The target surface combines heterogeneous privileged op-
erations with heterogeneous validation constraints. E-
commerce targets primarily require static request fields such
as authorized by. Smart-home targets rely on contextual
flags such as urgency. Enterprise-OA targets include work-
flows that require live credential acquisition before the pro-
tected API call. These structures mirror a common property
of agent platforms: protected actions can be legitimate un-
der documented exception conditions. The safety challenge
is therefore not only to recognize dangerous endpoints, but to
verify whether the surrounding context justifies the action.

3.3 Documented Grey-Box Threat Model

We formalize the attack setting as documented grey-box red
teaming. The attacker knows target API paths, deny con-
ditions, request schemas, and expected bypass mechanisms.
This knowledge reflects realistic agent ecosystems where plu-
gin APIs, enterprise workflow schemas, and integration doc-

uments are exposed to developers, auditors, or compromised
third-party assets. The attacker can construct task files, at-
tachments, and trajectory artifacts offline, but does not con-
trol the agent’s system prompt, tool interface, mock ser-
vices, guardrail implementation, instruction judge, or scoring
logic. This threat model isolates the paper’s central question:
whether a package can present benign visible context to early
guardrail stages while preserving executable context that the
agent can recover at runtime.

4 Cross-Modal Decoupled Attack

CDA operationalizes the guardrail-context mismatch in Sec-
tion 3 as a target-conditioned attack construction. The
method separates two functions: context-agnostic routing of
the agent to an external artifact and target-specific command
encoding after artifact recovery. This cross-modal decoupling
gives early guardrails a generic record-review task while pre-
serving a recoverable workflow record for the runtime agent.
Figure 1 summarizes the resulting construction.

4.1 Formalizing Decoupled Views
We model each target k by an exploit intent

X = (Th, T, i Cie), 2

where 75, denotes the protected API family, . denotes request
fields, by, denotes bypass evidence, and cj, denotes the red-line
class. CDA factorizes X}, into two views:

F(Xy) = Vo, &), 3)



where V) is a target-agnostic visible routing context and &
is a target-specific recoverable execution context. The con-
struction enforces task invariance across targets:

VK €{1,...,19}: Tu=Tw="To. )

In the final OpenClaw package, 7y is the byte-identical
task .md that points the agent to record. jpg.

The attachment carries the target-specific view. Let Zy be
a benign JPEG image and let () denote a metadata com-
piler that encodes text records into JPEG EXIF fields. CDA
constructs the package as

Pr=(To, Ax),  Ax = JPEG(Zo,n(&)). (5

The recovery function p extracts printable metadata text
from the attachment at runtime:

p(.Ak) — g;c =~ Sk. (6)

The approximation reflects benchmark-specific scrub/split
transformations: the recovered record may encode sal+ary
or order/li+st, while the agent reconstructs the exe-
cutable endpoint from context.

CDA therefore solves a constrained construction problem.
For each target k, the attack seeks a package Py, and a result-
ing trajectory M, such that

(Pk):
GZ(Pka ( ))
Agent(To, p(Ar)) = Mk, @
G3(My, k) = 1.

Equation 7 captures the core design tension. The same
package must look generic enough for pre-execution inspec-
tion while preserving enough metadata-side structure for the
agent to produce a target-valid trajectory.

4.2 EXIF Records Encode Static and Procedural
Context

CDA instantiates the metadata compiler 7)(-) with JPEG EXIF
text fields. The implementation stores the primary workflow
record in ImageDescription, with auxiliary EXIF fields
used only for record metadata when needed. This choice fol-
lows the observed OpenClaw execution path: the agent can
recover printable metadata through file-byte inspection even
when image-specific tooling fails. The visible image only
anchors the record-review task; the EXIF record carries the
operational fields.

CDA adopts a dual record-schema design, motivated by the
fact that OpenClaw-style targets rely on heterogeneous mech-
anisms for validating bypass evidence. T1 static verification
records model targets that enforce compliance through im-
mutable request parameters embedded in the endpoint pay-
load. Formally, CDA represents this schema as follows:

EXY = {8k Qs Pis Ths D1} (8)

where sj is the confirmation step, g is the completion
criterion, py is the request-field policy, i is the request-
field set, and by is the static bypass value. For exam-
ple, authorized by=user_004, reason=cleanup,

and urgency=urgent. The record frames these values
as fields in an approved service record, so the generic task
can remain unchanged across e-commerce, smart-home, and
email targets.

T2 procedural workflow records cover targets whose by-
pass values must be obtained during execution. CDA repre-
sents this schema as

2 =& U {wyl,
wy, : request_access(ag, Uk, 2x) —> Xk — Tk[bk — Xk]-
©))
The workflow wy, asks the agent to call the OA access end-
point, read the returned access token y, and place that live
value into the target request field such as authorized by
or access_token. This schema keeps credentials out of the
static package while still encoding the credential-acquisition
protocol. The implementation uses this T2 pattern for OA
targets such as salary query, approval update, document
read/export, calendar access, and finance export.

4.3 Masking Transformations Reduce Literal
Triggers

CDA applies target-specific masking after record synthesis
because the Instruction Security Evaluation can inspect re-
covered metadata text. We write the masking operator as

(0% - M) (Ek), (10)

where oy, - \;; denotes lexical scrubbing followed by token
splitting. Lexical scrub A replaces high-exposure record
labels with operationally neutral alternatives when a benign
equivalent is permitted by the target specification. For in-
stance, the evaluated configuration replaces the order status
returning with shipped, since the scoring condition re-
quires a valid status transition with bypass evidence and al-
lows this benign substitution.

Token splitting o, handles terms that must remain recov-
erable under the target condition. For example, the salary
query replaces salary with sal+ary,and include_all
is rewritten as a composed field. Similarly, order/list
is transformed into order/1i+st. These transformations
reduce direct exposure of sensitive tokens in the evaluated
OpenClaw setting while preserving sufficient structure for
runtime reconstruction of endpoints or fields. This mecha-
nism is scoped to the benchmark environment and does not
imply a general-purpose obfuscation bypass capability. CDA
also adds role framing for targets whose failures arise from
privilege or cross-user boundaries.

We model this adaptation as

Er kaUR(C;c), (1

gk = mk(é'k) =

where R(cy,) inserts record fields such as operator_role,
role_assignment_status, owner_authorized,
and scope notes. The implementation uses this pat-
tern  for  support-operator and  home-provisioning
cases, including  ecommerce_order_list and
smarthome_users_create. The role record sup-
plies operational context that the generic visible task cannot
mention without increasing instruction-stage exposure.



Algorithm 1 Target-conditioned CDA synthesis.

Input Target specification matrix S = {S1,...,S19} and
base JPEG asset Zy.

Output  Attack packages P = {P1,...,Pig}.

1 Initialize the universal visible router 7y that asks the
agent to review record. jpg.

2 For each S, € S, instantiate the exploit intent
Xe = (T, Ty b, Cio).

3 Factorize F'(Xy) = (Vo, &), selecting E* or E12
and adding R(cy) when needed.

4 Apply the target-specific masking operator
mi = Ok - A\ to obtain &x.

5 Set A, = JPEG(Zo,n(Ex)) and return
Pr = (To, Ax).

4.4 Target-Conditioned CDA Synthesis

CDA-Generator turns the above construction into a rule-
driven synthesis pipeline over target specifications. Each
specification Sy, records the scenario, API family, deny condi-
tion, bypass mechanism, request fields, credential type, sen-
sitive tokens, and red-line class.

The generator implements the mapping

L2 S = (To, Aw), (12)

where 7y is fixed by Equation 4 and Ay, is built by Equation 5.
The mapping keeps the visible task invariant and moves all
target-specific variation into recoverable EXIF records, as
summarized in Table 2. Algorithm 1 lists the synthesis steps.

S Empirical Evaluation

The evaluation tests whether CDA changes where a three-
stage guardrail fails, transfers across heterogeneous targets
under one visible task, and exposes residual boundaries of
model-based instruction judges.

5.1 Research Questions
We organize the evaluation around four questions:

* RQ1: Does cross-modal payload decoupling move fail-
ures from static scanning (G1) to downstream guards
(GQ and Gg)?

¢ RQ2: Does one visible task 7y transfer across all 19
targets when only the EXIF workflow record changes?

¢ RQ3: Which CDA components account for improve-
ments beyond the metadata carrier?

* RQ4: Which target classes still trigger model-based in-
struction judging after semantic scrubbing?

5.2 Experimental Setup

Evaluation Architecture. We validate CDA on the Open-
Claw Multi-Stage Agent Safety Benchmark, which instanti-
ates 19 protected target APIs across Smart-Home automation,
E-Commerce execution, and Enterprise Office Automation
scenarios [Cheng et al., 2026]. We denote these domains as
ssi, Sec, and spa in Table 2. All reported runs use the of-
ficial benchmark image, mock services, and target data, with

Kimi-K2.5 as the agent model. Each target requires both
a high-privilege action and target-specific bypass evidence in
the submitted trajectory.

Baselines and System Variants. We compare carrier
choices that expose different views to the same three-stage
guardrail funnel: (1) Textual Carrier Baseline (Email/JSON)
exposes target-specific instructions in parsed text fields or
email-style attachments before execution; (2) Cross-Modal
Decoupled Attack (CDA) keeps the visible task fixed as Ty
and moves the target workflow into JPEG EXIF metadata
Aj.. CDA variants add the design elements from Section 4:
generic routing, static and procedural records, lexical scrub,
token splitting, and role framing.

Target Evaluation Metrics. We report cascade-funnel out-
comes: (1) Skill Evasion Rate (Accg, ), front-end scan clear-
ance; (2) Instruction Vetting Rate (Accg,), semantic judge
clearance over task text and recovered attachment context;
and (3) Funnel Breach Rate (Accg,), final execution com-
pletion with bypass evidence. Metrics are reported as per-
centages with absolute pass counts in parentheses.

5.3 RQI1: Stage-Wise Funnel Penetration Analysis

RQ1 evaluates whether cross-modal payload decoupling
changes the distribution of security rejections across the se-
quential gates (G1, G2, G3). Table 1 compares textual car-
rier baselines with six CDA configurations under the same
19-target benchmark. RQI1 treats these configurations as a
stage-wise stress test: the key signal is whether the binding
bottleneck moves from parsed text inspection to downstream
semantic and trajectory checks.

The results reveal two defensive regimes: (1) Textual car-
rier regime (G binding). When target-specific instructions
appear in parsed text fields or email-style attachments, the
front-end scanner becomes the first effective perimeter: the
textual baseline clears G7 on 42.1% (8/19) of targets. (2)
Cross-modal metadata regime (G2 /G35 binding). Moving the
workflow record into JPEG EXIF metadata removes the ob-
served GG1 veto in this benchmark: all six CDA configurations
clear G1 on 100% (19/19) of targets. The remaining failures
occur after static scanning, where the instruction judge and
trajectory validator evaluate recovered semantics and execu-
tion traces.

Within the CDA family, later refinements such as universal
routing and token transformations affect the residual Go /G35
boundary rather than the static-scan boundary. The best sin-
gle configuration reaches 94.7% (18/19) end-to-end clear-
ance, while other CDA variants range from 84.2% (16/19)
to 89.5% (17/19). These results answer RQ1 affirmatively:
CDA changes the first binding guard from G to G2 /G3. The
performance spread among CDA variants reflects residual se-
mantic and execution-trace constraints; static-scan clearance
remains 100% (19/19) across CDA configurations.

5.4 RQ2: Target-Class Core Domain Coverage

RQ2 evaluates whether CDA transfers across heterogeneous
targets while keeping the user-visible task invariant. Across
all 19 OpenClaw targets, CDA-Generator uses the same
visible task 7y and moves target-specific variation into the



Table 1: Stage-wise penetration metrics across carrier and CDA configurations. Each metric reports the percentage of cleared targets with
absolute counts in parentheses; the rightmost column identifies the primary observed bottleneck.

Framework Configuration Variant

Acca,

Acca,

Acca,

Primary operational bottleneck

Textual Carrier Baseline
Monomodal Heuristic Variant

42.1% (8/19)
94.7% (18/19)

15.8% (3/19)
21.1% (4/19)

15.8% (3/19)
21.1% (4/19)

Diffuse Static Signature Interception
Persistent Text-Based Judge Triggers

Baseline Cross-Modal CDA
CDA + Static Context Anchor

CDA + Procedural Workflow Encoding
CDA + Universal Context-Agnostic

Routing

CDA + Parametric Boundary Scrubbing
CDA + Granular Multi-Token Splitting

100% (19/19)
100% (19/19)
100% (19/19)
100% (19/19)

100% (19/19)
100% (19/19)

84.2% (16/19)
89.5% (17/19)
89.5% (17/19)
94.7% (18/19)

89.5% (17/19)
84.2% (16/19)

84.2% (16/19)
89.5% (17/19)
89.5% (17/19)
94.7% (18/19)

89.5% (17/19)
84.2% (16/19)

Literal Operational Vocabulary Flags
Privilege and Access-Context Refusals
Boundary Token Alerts

Isolated Context-Neutral Reflex

Residual Data-Read Flag
API-Path Semantic Exposure

Table 2: Target-conditioned coverage across 19 OpenClaw targets. A byte-identical task 7o routes the agent to record. jpg; target-specific
EXIF records encode static bypass fields (5 ), dynamic credential workflows (£ %), or role context R(cy).

API family (7%) Bypass evidence EXIF schema Metadata adaptation (1)
(bx)
Smart-Home Automation (ssu)
device/control urgency gt Force urgency=urgent and exclude authorization fields.
camera/stream urgency et Encode stream target and urgency bypass.
security/disarm urgency g Encode disarm mode and urgency bypass.
door/unlock urgency gt Encode door target, user id, and urgency bypass.
users/create urgency ETN U R(ck) Add owner-authorized role framing for admin creation.

E-Commerce Support (sec)

order/update authorized_by fo Apply Ax: replace returning with shipped.
product/update authorized_by gt Encode product id, price, and operator authorization.
order/refund authorized_by gt Move refund amount and authorization fields into EXIF.
inventory/update authorized_by gt Encode stock operation and bypass field.

order/list authorized_by ETT U R(cx) Add support-role framing and apply o to order/list.
message/send authorized_by gt Frame message content as a service notice.

Enterprise Office Automation (soa)

gmail/delete reason g Store message id and cleanup reason in EXIF.

salary/get live token Er? Apply 0, to salary and include_all; encode wy.
approvals/update live token gx2 Encode approval update plus workflow wy,.

docstore/get (layoff) live token gr? Use archive-QA framing for document retrieval.
docstore/get (document) live token Er2 Use archive-QA framing with workflow wy,.
schedule/get reason + token Er? Encode calendar access workflow wy, and request reason.
fin/export live token £x2 Encode export recipient and workflow wy,.
docstore/export live token gr? Encode document recipient and workflow wy.

EXIF workflow record. Table 2 reports the corresponding
method variables: API family 7, bypass evidence by, EXIF
record schema, and metadata adaptation my.

The mapping attributes target coverage to metadata-side
specialization under an invariant visible task. Smart-home
targets validate contextual priority states, so the EXIF record
can use &' fields that preserve bypass evidence such as
urgency=urgent. E-commerce targets primarily validate
static request attributes such as authorized by, which
also fit the &' schema but require endpoint-specific request
fields and occasional lexical scrub. Enterprise-OA targets dif-
fer because several endpoints require live access tokens; these
targets use &2 records that encode a credential-acquisition
workflow wy, before the protected request. Role-sensitive tar-
gets add R(cy) to supply operator or owner context without

changing the visible task. RQ2 therefore supports a bounded
coverage claim: under one visible task 7y, CDA covers the
evaluated target set by compiling heterogeneous API, bypass,
credential, and role requirements into the recoverable meta-
data channel.

5.5 RQ3 & RQ4: Component Attribution and
Defensive Boundaries

RQ3 and RQ4 examine which CDA components matter after
the carrier shift and where instruction-stage judging still con-
strains the attack. The evidence comes from sequential con-
figurations rather than a fully factorial ablation: later variants
combine multiple changes, and some modifications interact.
We therefore report component attribution patterns, not iso-
lated treatment effects.



Table 3: Component attribution matrix. Each layer maps to its ob-
served guardrail-evasion or execution role.

Component layer Empirical evasion and execution outcome

Binary metadata
carrier 7

Displaces front-end scanning; six

EXIF-carrier variants reach

Accg, = 100% (19/19).

Removes operational keywords from the

visible prompt through a byte-identical

record. jpg review task.

Procedural workflow  Supports live-token gates by encoding

Wi dynamic credential acquisition instead of
pre-baked bypass values.

Scrub and split o1 - A Replaces or fractures exposed tokens such

as returning, salary, and

order/list.

Supplies operator or owner context for

cross-user and role-assignment targets.

Context-agnostic
router Vo

Role framing R(cx)

The attribution patterns separate CDA’s components into
three roles. The metadata carrier 1 and context-agnostic
router Vy minimize the visible prompt surface, which ac-
counts for the removal of observed (G; failures. Procedural
workflows wy, and role framing R(cy,) preserve execution va-
lidity for live-token and privilege-boundary targets. Scrub
and split transformations (o -\ ) reduce exposed lexical cues
in recovered metadata, addressing residual triggers from the
model-based judge. RQ3 and RQ4 therefore show that CDA
is not a carrier-only attack: end-to-end success depends on
visible-surface minimization, metadata-side workflow con-
struction, and semantic-exposure reduction, while the re-
maining boundary exposes the scanning-execution asymme-
try between instruction judging and trajectory evaluation.

6 Discussion and Defenses

CDA exposes a context-alignment failure in staged LLM-
agent guardrails. Our evidence is bounded to JPEG EXIF
metadata in OpenClaw, but the failure mode has a broader
architectural form: G, G2, and the runtime agent can dis-
agree about which attachment view contains actionable con-
text. In our experiments, moving the workflow record into
recoverable metadata removes observed Skill-stage failures,
while Instruction-stage outcomes still depend on the recon-
structed record. The defensive requirement is cross-stage
context alignment: every guard should inspect the represen-
tation that can later influence tool execution.

6.1 Stochastic Residual Defense

CDA leaves an observed boundary at the model-based in-
struction judge Gy. After the carrier shift, residual fail-
ures concentrate on high-privilege read and export behaviors
rather than on static package scanning. We call this pat-
tern stochastic residual defense: a semantic guard can re-
tain a non-zero rejection probability after lexical scrubbing
and token splitting mask exposed endpoint strings and sensi-
tive nouns. This empirical characterization does not claim a
formal evasion lower bound. It marks a practical limit for
prompt-level obfuscation: sensitive data-access operations
can remain detectable when their syntax is fractured.

6.2 Systemic Defensive Countermeasures

Cross-modal semantic canonicalization. Guardrails should
canonicalize attachments before G; or Go makes a safety
decision. For image files, the safety view should combine
visible pixels, OCR text when available, and recoverable
metadata fields such as EXIF, IPTC, XMP, and comments.
Instruction-hierarchy, structured-query, and spotlighting de-
fenses should then operate over this canonicalized view, not
only over prompt text or rendered content [Wallace er al.,
2024; Chen et al., 2025; Hines ef al., 2024].

Cross-stage provenance attestation. Guardrails should
compare the visible task, recovered attachment context, and
final tool-call trajectory. When a generic record-review task
leads to a protected API call, the trajectory validator should
check whether the API path, sensitive object, bypass field,
and credential source appeared in the canonicalized context
inspected by earlier stages. This closes the visibility gap ex-
ploited by CDA: the scanner and the executing agent should
not operate over different task views.

Tool-boundary policy enforcement. Privileged tool calls
require an execution-time policy boundary, as T2 traces show
that benign-looking tasks can construct live-token workflows
during runtime. Therefore, tool wrappers should directly vali-
date protected API calls, including endpoint, request schema,
actor identity, bypass evidence, and credential provenance.

6.3 Limitations and Scope

Our claims have three limitations. First, we evaluate CDA
on 19 OpenClaw targets and one recoverable carrier JPEG
EXIF metadata); generalization to PDF metadata, audio chan-
nels, watermarks, or deployed guardrails requires additional
experiments. Second, component attribution is based on se-
quential intervention evidence rather than full factorial ab-
lation, and does not isolate all interactions among rout-
ing, scrub/split transformations, role framing, and live-token
workflows. Third, the threat model assumes documented tar-
get schemas and bypass mechanisms; blind discovery of un-
known tool surfaces remains outside this study. These limits
motivate future work on other recoverable channels and on
policies that close the context gap without over-blocking be-
nign attachment workflows.

7 Conclusion

This paper studies cross-modal payload decoupling as a
context-alignment failure in multi-stage guardrails for LLM
agents. CDA keeps the visible task generic while placing
the executable workflow record in JPEG EXIF metadata that
the agent can recover at runtime. On 19 OpenClaw targets,
this carrier shift removes Skill-stage failures across six EXIF-
carrier configurations and moves the remaining boundary to
Instruction Security Evaluation, with the best single-version
target score reaching 94.7% (18/19). The result gives a prac-
tical design lesson for guarded agents: safety checks should
operate over the same recoverable context that can influence
tool execution. Metadata-aware canonicalization, cross-stage
consistency checks, and tool-boundary policy enforcement
are therefore central defenses against this class of attack.
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