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Abstract

Vision-Language Models (VLMs) are increasingly
deployed as the core of perception and reasoning
in safety-critical VLM-integrated systems such as
smart assistants, autonomous driving, and multi-
modal agents. Because training a competitive VLM
is expensive, developers commonly reuse a few
third-party open-source checkpoints and adapters,
exposing a system-level supply-chain surface that
is highly susceptible to backdoor injection. Exist-
ing VLM backdoor attacks implicitly assume that
distinct trigger-target mappings can be learned in-
dependently, thereby scaling gracefully with the
number of targets. We show that this assump-
tion breaks down systematically: as the target set
grows, cross-target interference accumulates in the
shared multimodal representation space, and repre-
sentative attacks collapse below 10% once roughly
ten backdoors are embedded. We trace this to
a capacity bottleneck of static triggers under a
fixed perturbation budget, and propose HYDRA,
a content-aware conditional trigger generator that
jointly conditions on the input image and target se-
mantics, and optimizes trigger generation through
dual-branch generation, first-token alignment, and
stealth-constrained optimization. On four main-
stream VLMs, HYDRA sustains over 94% per-
target attack success with PSNR above 47 dB while
scaling to 100 targets, whereas baselines degrade to
near-ineffectiveness. On VLM-based mobile-agent
attack chains, it achieves ~70% end-to-end success
and resists a representative suite of defenses.

1 Introduction

Vision-language models (VLMs) have become the perception
and reasoning core of high-stakes VLM-integrated systems,
deployed in visual question answering, cross-modal retrieval,
and mobile or web agents that act on a user’s behalf [Li er
al., 2025]. Embedding a VLM into an agentic pipeline is
a consequential shift: outputs no longer stop at the screen
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Figure 1: Motivation of HYDRA. Independently constructed
trigger-target bindings interfere in the shared VLM representation
space as the target set grows, causing wrong-target confusion. Hy-
DRA produces content-aware conditional triggers with separable
representations, enabling stable massive multi-target attacks.

but are routed through planners and tool calls to resource ac-
cess, information presentation, and even physical execution.
A silently manipulated VLM is then not a mere misclassifier
but an unfaithful executor in the user’s workflow, so any pre-
deployment compromise can be amplified along the planning
and tool-use chain into system-level harm [OWASP Founda-
tion, 2025].

Because training and aligning a competitive VLM remains
beyond most downstream developers, the ecosystem has con-
verged on a few public checkpoints such as LLaVA [Liu et al.,
2024], Qwen-VL [Bai et al., 2025], and InternVL [Zhu et al.,
2025], adopted directly as the reasoning core of downstream
systems. This centralized supply chain constitutes a system-
level attack surface: a single compromised third-party com-
ponent can propagate through model reuse to many down-
stream systems. The most prominent threat here is the back-
door attack, where an attacker controlling a published com-
ponent implants hidden trigger-target associations that keep
the system normal on clean inputs but activate malicious re-
sponses under attacker-specified triggers.

Existing VLM backdoor studies typically consider a single
or a few targets [Lyu et al., 2024, Xu et al., 2024, Liang et al.,
2025a]. Yet real deployments are multi-task, multi-context,
and multi-step, so a realistic threat should support diverse ma-
licious behaviors over a large target space rather than hijack
a few fixed outputs. Methods relevant to such deployments
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implicitly assume that distinct trigger-target mappings can be
learned independently and coexist stably as the target set ex-
pands. Our revisiting experiments show this quickly fails:
the per-target success rate of a representative attack falls be-
low 10% once around ten targets are implanted, the wrong-
target rate rises monotonically with the number of targets, and
trigger-bearing samples from different targets become nearly
overlapped in representation space. This raises a critical ques-
tion: do VLM backdoor attacks remain viable threats when
they must control many distinct target behaviors at once?

We trace this failure to a fundamental limitation of exist-
ing designs: under a constrained perturbation budget, triggers
that are hand-crafted or individually optimized cannot encode
enough information to distinguish targets as the target space
grows. A Fano-style analysis shows that reliably distinguish-
ing M targets requires log M < I(T;Y | X), so the effective
mutual information of a static trigger under a fixed L, budget
cannot be increased arbitrarily by more aggressive training or
more complex patterns. Large-scale multi-target backdoors
should therefore be treated not as an independent superposi-
tion of single-target triggers, but as a joint trigger-modeling
problem, where triggers encode target information by lever-
aging both input content and target semantics.

Based on this insight, we propose HYDRA, a content-
aware conditional trigger generation framework. Instead of
learning an independent fixed trigger per target, HYDRA uni-
fies target-specific perturbations into a single conditional gen-
erator that takes the input image and the target semantic em-
bedding as joint inputs and synthesizes perturbations under
the same L., budget as existing methods, so the trigger varies
with both the sample and the target. Concretely, HYDRA uses
a dual-branch generator with hard and soft stealth constraints;
the generator is co-optimized with a malicious adapter during
attacker-side training, while only the malicious adapter ¢, is
released at deployment. The victim-side deployment surface
thus remains identical to existing backdoor attacks.

We evaluate HYDRA on VQA-v2 [Goyal et al., 2017] and
OK-VQA [Marino et al., 2019] across four representative
VLMs, scaling the target count to M =100, an order of mag-
nitude beyond prior few-target settings. HYDRA maintains an
average per-target ASR above 94% and PSNR above 47 dB,
whereas representative baselines either lose activation or suf-
fer severe target misbinding as M increases. We further vali-
date HYDRA in arealistic VLM-based mobile agent [Zhang et
al., 2025], where a compromised VLM amplifies single-step
manipulation into end-to-end behavioural hijacking, achiev-
ing ~70% average success across 10 cross-application chains
spanning credential phishing, data exfiltration, and disinfor-
mation propagation. HYDRA further resists a comprehensive
suite of potential defenses. Our main contributions are as fol-
lows:

* We reveal that existing VLM backdoor attacks rely
on a latent, untested assumption—that distinct trigger—
target mappings can be learned independently and stably
coexist—and are the first to expose its breakdown under
target scaling.

* We propose HYDRA, a content-aware conditional trig-
ger generation framework that replaces independent per-

target perturbations with a unified generator jointly con-
ditioned on input content and target semantics.

* Extensive experiments on four mainstream VLMs show
that HYDRA sustains over 94% per-target ASR at
M=100 while baselines fall below 10% after M =10,
and remains effective against representative defenses
and cross-application attack chains.

2 Related Work

Modern VLMs are rarely deployed in isolation; they act as
the perception and reasoning core of multi-stage pipelines
whose outputs are routed through prompt templates, func-
tion calls, and external tools to trigger information presen-
tation, resource access, and physical actions. Because train-
ing a competitive VLM is prohibitive, developers reuse a few
public checkpoints [Liu et al., 2024, Bai et al., 2025, Zhu et
al., 2025] with lightweight LoRA [Hu et al., 2022] adapters
distributed publicly. From an AIGC-safety standpoint, this
makes the generative model itself the “first line of defense’:
once an upstream checkpoint or a third-party component is
covertly compromised, the malicious behavior propagates to
many downstream products, and in agentic deployments such
as AppAgent [Zhang et al., 2025] a hijacked model becomes
an untrusted executor rather than a mere misclassifier.

Backdoor attacks are the most prominent threat on this sur-
face. Matching our threat model, most VLM backdoors in-
ject into fine-tuned components: fixed-patch triggers (Bad-
Nets [Gu et al., 2019], DualKey [Walmer et al., 2022]),
blending triggers (Blended [Chen et al., 2017]), and multi-
modal or generative triggers (TrojVLM [Lyu et al., 2024],
VL-Trojan [Liang et al., 2025a], MABA [Liang et al.,
2025b], Shadowcast [Xu et al., 2024]). Only a few methods
(M-to-N [Hou et al., 2024], MTAttack [Wang et al., 2026])
treat the target count as an evaluation dimension, and their
scales remain small, leaving the stability boundary of large
target spaces uncharacterized. Despite differing trigger mor-
phology, all rely on the same independent-superposition as-
sumption we revisit in Section 4. On the defense side, miti-
gations act as the “last line of defense”, spanning input-side
detection, adapter-side cleansing, and inversion-based repair
[Sun et al., 2025]. We adopt representative methods plus two
adaptive defenses in Section 6.5.

3 Problem Formulation and Threat Model

A VLM-integrated system is Fy, 4: (X, q)—y, a public base
checkpoint 6y with an attached adapter ¢, mapping an image
x and query q to a natural-language response y. We write
Fy, 4. for the clean reference and Fy, 4, for the compromised
system with malicious adapter ¢;. The attacker predefines
targets Yy = {y1,...,¥um}, with M scaled to 50 or 100. For
each target a visual trigger transforms x +— T,%(x); the text
side is identity. With a matching function s(-,-) € [0, 1] and
threshold 7, per-target success and cross-target confusion are

ASR,, :E[H(S(F90,¢b(Tﬁ€(X)aQ)vy”L)ZT)]a (N
Conf; = E[I[(Hj;éi, s(Fgo,ng(’EI(x),q),yj)27')]. 2)

We call the average of Conf; the Wrong-Target Rate (WTR).
A successful large-scale multi-target backdoor requires high



mean ASR, low WTR, and bounded utility drop U (Fjp,,4.) —
U(Fp,,4,) simultaneously.

Threat Model. We consider an adapter-level supply-chain
attack. The attacker acts as a third-party adapter publisher,
training and distributing a malicious adapter on top of a public
base VLM; a downstream integrator downloads it, attaches it,
and deploys, with routine clean-utility validation but limited
resources for specialized backdoor auditing. The attacker has
full access to 6y and freely chooses the training data, poison-
ing strategy, objective, and hyperparameters, and may evalu-
ate ¢y, before release, but has no control once deployed. All
visual triggers obey an L., budget,

T (%) = x+ 6 (x), [6m (%) <, 3

and text-side triggers, if used, must appear as natural phrases.
The defender may apply input filtering/transformation, clean
fine-tuning, inversion-based repair, and adaptive defenses in-
formed of the attack’s structure, but not full-parameter re-
training, certified defenses, or exhaustive manual auditing.

4 Motivation: Why Existing Attacks Collapse

In this section, we explore whether a compromised VLM can
maintain stable trigger-target mappings as M grows from the
traditional single-/few-target regime to a large target space,
and if not, why. We answer this question at three levels:
empirical failure, representation-level interference, and an
information-theoretic bottleneck.

Empirical Failure under Target Scale-up. We set M €
{5,10,20} and evaluate nine representative baselines span-
ning fixed, adaptive-multimodal, generative, and multi-target
paradigms on VQA-v2 and OK-VQA, all under matched
training and perturbation budgets. Our full comparison across
all nine baselines (Appendix B) shows that existing meth-
ods do not degrade smoothly but collapse, consistently across
paradigms and datasets. The failure is also non-uniform: a
few targets survive while most fail completely, the signature
of shared-space interference rather than synchronous decay.

Interference at the Representation Level. Using MABA
(the strongest baseline) as a probe, we extract triggered-
sample representations h; ,,, = Hy, ¢, (7,%(x;), q;) and mea-
sure their separability via t-SNE structure and average cross-
target cosine similarity at both the sample and target levels
(Figure 2). As M grows from 5 to 20, the average cross-target
cosine similarity rises from 0.756 to 0.848 and intra-target
similarity from 0.894 to 0.983: representations become more
compact yet more mutually similar, matching the increased
WTR and failed-target ratio. This pattern holds across all
nine baselines (Appendix C), confirming the independent-
superposition assumption fails generally.
Information-theoretic Bottleneck. A trigger is an infor-
mation channel from the target index to the model output,
bounded by the L., budget. Let X be the natural input,
B~ Unif({1, ..., M}) the target index, T the induced trig-
ger, and Y the output.

Proposition 4.1 (Necessary condition). If the average error
rate over M targets is at most ) < (M — 1)/M, then

logM < I(T;Y | X))+ h(n) + nlog(M — 1), )
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Figure 2: Representation interference in MABA. Top: t-SNE
of triggered-sample representations from different targets with av-
erage cross-target cosine similarity. Bottom: target—target cosine-
similarity heatmaps. As M grows from 5 to 20, cross-target similar-
ity rises and clusters entangle.

with h(-) the binary entropy function.

Ignoring the fixed error term, log M < I(T;Y | X): dis-
tinguishing more targets demands that triggers transmit more
target-related information to the model output. Under a fixed
perturbation budget, however, the effective I(T;Y | X) of
a static or independently optimized trigger is bounded and
cannot be increased arbitrarily by enlarging the target set.
Once this information becomes insufficient, triggers for dif-
ferent targets can no longer form mutually non-interfering
subregions in the shared space, yielding target confusion and
target-level failure. This is consistent with the previous two
observations: the failed-target ratio rises monotonically with
M, while triggered representations become nearly insepara-
ble at large M. (Proof via conditional Fano’s inequality and
the data-processing inequality is given in Appendix A.)

This gives the starting point for our method: a large-scale
multi-target backdoor cannot be treated as a simple superpo-
sition of single-target attacks. A scalable attack must raise
the trigger’s effective capacity to encode target-related infor-
mation under the same perturbation budget, while reducing
cross-target interference in the shared representation space.

S The Proposed Method: Hydra

5.1 Overview

The core of HYDRA is a content-aware conditional trigger
generation paradigm, in contrast to existing methods that
treat trigger-target mappings as independently learnable and
directly stackable. Section 4 showed that this independent-
superposition design fails as M grows, because all bindings
share the parameter and representation space of the same
compromised system [y, 4, and compete for limited capac-
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Figure 3: Overview of HYDRA. Given an input image, a query, and a target response, HYDRA encodes the target response as a semantic
condition and uses an offline dual-branch conditional generator to synthesize a stealthy, content-aware visual perturbation; the query is
unchanged. Triggered images are mixed with clean samples to train the malicious adapter ¢, that is released to downstream users, while the
generator G is retained by the attacker for offline trigger synthesis. The victim-side deployment surface remains identical to existing visual

backdoor attacks.

ity. Instead of learning a static perturbation per target, Hy-
DRA instantiates the visual trigger transformation 7,> with an
attacker-side offline conditional generator G¢.

A trigger transformation that works under large M must
satisfy three goals simultaneously. It should be content-
aware, adapting to local textures, salient regions, and object
boundaries rather than degrading into an input-independent
pattern; stealth-constrained, satisfying the L, budget € while
controlling perturbation energy and perceptual discrepancy;
and target-discriminative, carrying enough information for
different targets to form stable bindings, thereby raising
ASR,,, and lowering Conf;. Figure 3 shows the three corre-
sponding components. Given (X;,q;,ym ), HYDRA encodes
Ym into a target-conditioned embedding e,,,, synthesizes an
unconstrained perturbation u; ,,, applies bounded parame-
terization to obtain 6, ,, within the L, budget, and adds it
to the image to form the triggered image X; ,, = 7,%(x;).
Triggered samples are mixed with clean samples to co-train
¢y and G¢; only ¢y, is released, and the attacker introduces
T,%(x) through controllable visual content such as web im-
ages, screenshots, or interfaces.

5.2 Dual-Branch Trigger Generation

Target Response Embedding. We encode each target re-
sponse y,,, using the frozen language token embedding layer
of the VLM: after tokenizing, we average the embeddings of
all non-padding tokens and project them to the generator’s
conditioning dimension,

em = Py Y Bmb(ym) ), 5)
tELlm,

where Z,,, indexes non-padding tokens and P, is a trainable
projection in G¢. This exploits the semantic structure of tar-

get responses under shared parameters instead of learning
semantic-free one-hot patterns per target.

Dual-branch Generator. The generator adopts a dual-
branch UNet. An image branch UNet, preserves spatial
structure so the perturbation can adapt to local content; a tar-
get branch UNet, unfolds the broadcast target condition into
spatial features. The two feature maps are concatenated and
fused into a three-channel perturbation:

hi = UNet,(x;), ¢, = Broadcast(MLP(ey,)),

h!, = UNet;([1;¢,n]), wim = Convacs3([hf; hfn})(.6)
The image branch conditions the perturbation on input con-
tent, the target branch conditions it on the target response,
and the fusion head jointly determines the per-pixel direc-
tion. HYDRA thus realizes 7,7 as an input-dependent, target-
conditioned transformation rather than a target-indexed fixed-

pattern lookup.

5.3 Stealth Constraints

Bounded Parameterization. A tanh parameterization en-
forces the hard L, budget automatically:

Xi,m = clip(x; + 8im,0,1), (7)

st. |0;mllec < €. Unlike a fixed per-target perturbation,
d;.m varies with the sample and the target, replacing the static
“target-to-trigger” map with a conditional generative relation.
Adaptive Stealth Loss. Since the hard budget only bounds
L, and can leave visible artifacts, we add a soft stealth loss:

1
Ltealth = 757 Z [)‘1”61,771”1 + )‘QHJLWH%

1Bl 8
(i,m)eB ®)

+ Ap LPIPS(%LTM Xl)] 5

0;m = €-tanh(u;,,),



Algorithm 1 The training process of our HYDRA.

Require: Data D, target set );, poisoning ratio r,, budget €
Require: Base VLM 6, malicious adapter ¢, generator G'¢

1: for each training iteration do
2:  Sample a minibatch; split into B, B, by 7.
3 for each (x;,q;,ym) € Bdo
4: Compute ey, (Eq. 5), u; ., (Eq. 6).
5 Compute 6; ., Xi,m (Eq. 7).
6 end for
7 Compute Eatka Ealigna ‘Cstealth on B; Eclean on Bc~
8:  Update ¢y, G¢ by minimizing Lana (Eq. 12).
9: end for
10: return ¢p; G¢ kept by the attacker for offline synthesis.

where the L, term encourages sparsity, the Lo term controls
energy, and LPIPS penalizes perceptual discrepancy. Hard
and soft constraints together ensure gains come from efficient
conditional encoding, not larger perturbations.

5.4 Training Objective

On the compromised system Fy, 4, we jointly optimize
three task-level losses, corresponding to attack effectiveness,
target-binding stability, and clean-utility preservation. A
minibatch is split by a poisoning ratio 7, into a triggered sub-
set B and a clean subset ..

Attack Target Loss. Per previous analyses, it is defined as:
Latk = _I?a Z 10gp907¢b(Ym | Tfy;(x’b)7 ql)7 (9)
(i,m)eB

the autoregressive NLL of the target response on triggered
inputs, directly corresponding to ASR,,,.

First-token Alignment Loss. Under autoregressive decod-
ing the first token often determines the trajectory; if the model
enters another target’s prefix, subsequent tokens follow the
wrong target and raise Conf,. We reweight the first token,

=~ Y 108 a6, (Uma | T (xi), @), (10)
(i,m)eB
anchoring the decoding start to the correct target prefix.
Clean Utility Loss. It is defined as
£clean - _ﬁ ZlOgPGD,m(yz?lean | Xiaqi)v (11)
i€Be
preserving normal behavior on clean inputs.

[falign

Opverall Objective.

Eﬁnal = Latk + Bﬁalign + 'yﬁstealth + pﬁclean' (12)

Algorithm 1 summarizes training: each iteration splits a mini-
batch by r,,, generates conditional triggers on B, computes the
losses on B and B, and jointly updates ¢, and G¢.

6 Experiments

6.1 Experimental Setup

Datasets and Models. Training images are COCO
train2017 [Lin et al., 2014]; evaluation uses the VQA-
v2 [Goyal et al., 2017] and OK-VQA [Marino et al., 2019]

validation sets. The primary victim is LLaVA-v1.5-7B [Liu
et al., 2024] with LoRA adapters, and we repeat key ex-
periments on LLaVA-v1.5-13B, Qwen3-VL-4B [Bai ef al.,
2025], and InternVL3-8B [Zhu et al., 2025]. The perturba-
tion budget is e=8/255 for all methods, and HYDRA uses a
single default loss configuration throughout.

Baselines and Metrics. We compare nine representative
methods across four paradigms: patch-based (BadNets [Gu
et al., 2019], DualKey [Walmer et al., 2022], TrojVLM [Lyu
et al., 2024]), blending-based (Blended [Chen et al., 2017],
VL-Trojan [Liang et al., 2025a]), generative (MABA [Liang
et al., 2025b], M-to-N [Hou et al., 2024], Shadowcast [Xu
et al., 2024]), and multi-target-specific (MTAttack [Wang et
al., 2026]). All baselines use the same target set, poisoning
ratio, training budget, and L, budget as HYDRA. We eval-
vate at M € {5,10,20} and extend HYDRA to M =50, 100.
Metrics cover effectiveness (Benign Accuracy, Exact-/Sem-
ASR), multi-target stability (WTR, NTF, and per-target ASR
statistics), and stealth (PSNR). Detailed metric definitions are
provided in Appendix G.

6.2 Attack Effectiveness

Table 1 compares HYDRA with three representative baselines
on M € {5,10,20}.

Overall Performance. HYDRA consistently outperforms all
baselines in Sem-ASR across every M and both datasets. On
VQA-v2 its Sem-ASR stays in 0.949-0.993, whereas MABA
drops from 0.846 (M=5) to 0.301 (M=20) and MTAt-
tack/Blended fall below 0.16 even at M =5. On OK-VQA,
HYDRA keeps Sem-ASR above 0.99 while every baseline
stays below 0.23. In benign utility, HYDRA’s BA degrades
gracefully from 0.793 to 0.738, in contrast to MABA col-
lapsing to 0.173 at M =10 and Blended to 0.043.

Per-target Stability. The stability columns of Table 1 show
HYDRA’s Failed-Target Ratio is 0 at M/ =5, 10 and only 0.050
at M=20 (one of twenty) while its Mean ASR stays 0.936;
MTAttack fails completely at M=5 (FTR = 1.000) and
MABA has 70% failed targets at M =20.

Visual Stealthiness. HYDRA maintains PSNR 47.9-51.7 dB,
about 12-16 dB above MABA (~35 dB) and more than 25 dB
above Blended (~22.7 dB), confirming its gains do not come
from larger perturbations.

6.3 Scalability to Massive Target Spaces

Figure 4 scales M to 100. HYDRA keeps Sem-ASR above
0.94 and WTR below 0.05 throughout, while baselines split
into two failure modes: trigger deactivation, where MABA’s
Sem-ASR drops from 0.846 to 0.008; and target misbinding,
where MTAttack and Blended reach WTR 0.86-0.94. These
correspond to the decoupled failures of ASR,,, and Conf;,
confirming the independent-superposition assumption is vio-
lated more severely at scale. Hydra’s per-target distribution
stays concentrated: even at M=100, its Mean ASR is 0.949
with only 2% failed targets (Figure 4). Appendix I further
visualizes the trigger-target binding matrix, showing that Hy-
DRA maintains a near-diagonal mapping while MTAttack col-
lapses into an absorbing-target pattern.



Table 1: Main comparison under different numbers of targets on VQA-v2 and OK-VQA. The clean model is reported as a benign-utility
reference and is not included in best/second-best ranking. For readability, the per-target stability metrics (Mean ASR and FTR) are highlighted

with a light green background, while the stealth metric (PSNR) is highlighted with a light orange background.

#Targets Method

VQA-v2

OK-VQA

BA+ Sem-ASR+ WTR] PSNR{ Mean ASR1 FTR |

BA 1 Sem-ASRT WTR | PSNR 1

- Clean Model 0.785 - - - - - 0553 - - -
MABA 0.793 0.846 0.154  35.02 0.846 0.000 0.552 0.223 0.706  34.90
5 MTAttack  0.494 0.065 0.246 3041 0.065 1.000 0.194 0.212 0.788  29.99
Blended 0.494 0.161 0.640  22.50 0.161 0.800 0.226 0.199 0.801 22.36
Hydra 0.793 0.949 0.002 4793 0.949 0.000 0.538 0.992 0.008 48.01
MABA 0.173 0.788 0.209  35.09 0.788 0.200 0.035 0.128 0.865 34.88
10 MTAttack  0.515 0.036 0.262  30.39 0.036 1.000 0.230 0.108 0.673 29.98
Blended 0.043 0.068 0.710  22.59 0.068 1.000 0.002 0.094 0.903 2230
Hydra 0.742 0.993 0.007 51.68 0.993 0.000 0.510 0.995 0.005 51.69
MABA 0.558 0.301 0.643  35.10 0.299 0.700 0.236 0.047 0.950 34.96
20 MTAttack 0.544 0.018 0.277  30.37 0.018 1.000 0.249 0.043 0.558 29.96
Blended 0.281 0.047 0.901  22.90 0.047 0.950 0.048 0.050 0.950 22.68
Hydra 0.738 0.986 0.013  50.83 0.936 0.050 0.502 0.993 0.007  50.96
(@) Semantic-ASR y (@ Wrongarget Rate v2 and 0.552 on OK-VQA. The result shows that stealth regu-
He— o——e larization is necessary for visual concealment, but it also sup-
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Figure 4: Scaling on VQA-v2. (a) Sem-ASR and (b) WTR as M
grows from 5 to 100. HYDRA sustains Sem-ASR > 0.94 and WTR
< 0.05, while baselines show two failure modes: trigger deactiva-
tion (MABA) and rarget misbinding (MTAttack, Blended).

6.4 Component Ablation

Table 2 ablates the main components of HYDRA under the 5-
target setting on VQA-v2 and OK-VQA. The results show
that the conditional generator, stealth constraint, and first-
token alignment loss play complementary roles in balancing
attack effectiveness, visual stealthiness, and target-binding
stability.

Effect of Conditional Generation. Replacing random noise
with the conditional generator dramatically increases attack
effectiveness. On VQA-v2, Sem-ASR improves from 0.009
to 1.000, and on OK-VQA it improves from 0.259 to 1.000.
This confirms that a target-conditioned generator provides the
capacity needed to encode distinct target semantics, rather
than relying on a weak input-independent perturbation. How-
ever, this variant also reduces PSNR to around 15 dB on both
datasets, indicating that the generator alone tends to use visu-
ally salient perturbations.

Effect of Stealth Constraint. Adding the stealth constraint
restores imperceptibility, increasing PSNR from about 15 dB
to 46.8 dB on both datasets. This gain comes with a clear re-
duction in attack strength: Sem-ASR drops to 0.266 on VQA-

presses part of the target-discriminative signal carried by the
perturbation.

Effect of First-token Alignment. The full model recovers
attack effectiveness while preserving stealth. With first-token
alignment, HYDRA achieves Sem-ASR 0.949 on VQA-v2
and 0.992 on OK-VQA, while keeping PSNR above 47.9 dB
and WTR below 0.01 on both datasets. This suggests that tar-
get confusion is largely caused by early decoding errors: once
the first generated token enters the wrong target trajectory,
the autoregressive decoder tends to continue toward an unin-
tended response. First-token alignment stabilizes this initial
decision and therefore improves both ASR and target speci-
ficity under the same stealth constraint.

6.5 Robustness against Defenses

We evaluate HYDRA against seven defenses on LLaVA-
v1.5-7B (Table 3). Input-side Gaussian noise and feature
squeezing leave Exact-ASR above 92%, and BDetCLIP’s
AUROC stays near random (0.49-0.52); clean fine-tuning
and inversion-based repair leave ASR at 94.3%-96.5%, since
the sample- and target-conditional trigger defeats the fixed-
template assumption. Even two adaptive defenses that as-
sume knowledge of the conditional generator—Adversarial
Fine-Tuning and Conditional Trigger Inversion—leave ASR
above 93%, as the gap between an attacker-trained G¢ and
any defender reconstruction is itself a structural barrier. From
an AIGC-safety view, this shows the model-level “first line
of defense” is insufficient against content-aware conditional
triggers, motivating stronger content-level detection.

Why existing defenses fail. The key reason is that HY-
DRA removes the fixed-trigger assumption shared by many
existing defenses. Input transformations such as Gaussian
noise and feature squeezing perturb the image locally, but
the target information is distributed through a content-aware
conditional perturbation rather than concentrated in a sin-



Table 2: Ablation study of Hydra under 5-target setting on VQA-v2 and OK-VQA. Random Noise corresponds to the Blended-style baseline.
The conditional generator achieves strong attack effectiveness but produces visible perturbations without the stealth constraint. Full Hydra
jointly preserves stealth, attack effectiveness, and low target confusion.

Variant UNet Stealth Align VQA-v2 OK-VQA

BA 1 Exact-ASR T Sem-ASR T WTR | NTF | PSNR 4 BA 1 Exact-ASR 1 Sem-ASR + WTR | NTF | PSNR 1
Random Noise (Blended) X X x  0.820 0.011 0.009 0.020 1.000 30.45 0.587 0.257 0.259 0.782 1.000 30.44
+ Conditional Generator v X x  0.820 1.000 1.000 0.007 0.000 15.13 0.512 1.000 1.000 0.004 0.000 15.23
+ Stealth Constraint v v x  0.812 0.263 0.266 0.040 1.000 46.79 0.548 0.555 0.552 0.599 0.600 46.81
Full Hydra v v v 0793 0.949 0.949 0.002 0.000 4793 0.538 0.992 0.992 0.008 0.000 48.01

Table 3: Evaluation of Hydra under representative defense strate-
gies. ASR denotes Exact-ASR.

6.6 Real-World Implications: Agentic Attack
Deployed as the core of mobile agents, a triggered VLM re-

Defense Type ~ Defense . TM - Zsm - r - LOSRT — r - iOSRT sponse is not an isolated error but can redirect the agent into
— o Defone 0795 093 07a2 0995 0738 093 a cross-application, multi-step attack chain. We build ten
Input- Gaussian Noise 0.791 0926 0.740 0993  0.735  0.930 Chalns aCI'O'SS ﬁve apphcatl_ons. (Gallery’ Chrome, PhO.tONOte,
side Feature Squeezing  0.790 0936 0739 0994 0734  0.937 Bank, Joplin) in an Android simulator based on MobileSafe-
BDetCLIP AUROC=0.49 AUROC=0.52 AUROC=0.50 . . .
o tyBench [Lee et al., 2026], each starting from a benign in-
Adapter-side Clean FT 0.778 0950 0.726  0.994  0.718  0.948 . .. . . .

. struction and mixing natural and trigger-activated steps, with
Inversion-based InverTune 0.781 0.965 0.724 0.994 0.715 0.943 . b dd d i 1 . d H .
Adaptive Defense T 0774 0950 0721 0994 0712 0937 t.rlgger § embedded 1n large on-screen lmages and a enti-

cr 0793 0949 0742 0993 0738 0936 ties synthetic. Over 500 executions (50 per chain), HY-

hishing (credential ha

Figure 5: Representative agentic attack chains by a backdoored
VLM. Green: natural user-intended steps; red: trigger-activated
steps; orange: final attack outcomes.

gle visible patch. Adapter-side cleansing and clean fine-
tuning mainly regularize the model around clean behaviors,
but they do not enumerate the large set of conditional trigger-
target bindings. Similarly, inversion-based repair assumes
that a small number of universal or reusable triggers can
be reconstructed, whereas HYDRA induces a trigger fam-
ily T% (z) = Ge¢(x,epn) that varies jointly with the input
and the target semantics. The defender therefore needs to re-
cover not a fixed pattern but a high-dimensional conditional
generator. This explains why benign accuracy changes only
mildly while ASR remains high, and suggests that future de-
fenses should audit target-binding consistency and represen-
tation separability instead of relying only on visible or enu-
merable trigger templates.

DRA reaches 71.2% average end-to-end success (Figure 5):
credential phishing (Gallery—Chrome) 86%, SMS data ex-
filtration (PhotoNote—Chrome) 76%, disinformation spread
(Chrome—PhotoNote) 80%. Failures are dominated by UI-
grounding errors (55.6%) rather than trigger non-activation
(24.4%), showing the backdoor fires reliably even when
the downstream action mis-executes. These chains show
that model-level backdoors translate into concrete end-to-end
harms, reinforcing the need for content-level safeguards as
the last line of defense.

7 Conclusion

We systematically investigate large-scale multi-target back-
door attacks against VLMs. We reveal that existing attacks
rely on an unexamined independent-superposition assump-
tion and trace its failure to a capacity bottleneck of static
triggers under constrained budgets, supported by empirical,
representation-level, and information-theoretic evidence. Our
HYDRA framework replaces per-target perturbations with a
unified generator conditioned jointly on input content and tar-
get semantics, sustaining over 94% per-target ASR and PSNR
above 47 dB at M=100 while baselines fall below 10% af-
ter M=10, and remaining effective under seven defenses
and agentic deployments. These results position large-scale
multi-target backdoors as a realistic, underexplored supply-
chain threat in deployment-scale VLM ecosystems, and un-
derscore the need for content-level detection that does not as-
sume fixed or enumerable triggers.

Ethics Statement

HYDRA is presented to expose scalable multi-target VLM
backdoor risks, not to promote misuse. All experiments use
public models and benchmarks or a controlled simulator with
synthetic accounts, pages, and transactions; no real user data
or services are involved. We release only threat patterns to
support defensive countermeasures.
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A Theoretical Justification

This section gives a proof of the mutual-information neces-
sary condition (Proposition 4.1) used in Section 4. The pur-
pose is not to prove the optimality of a specific attack, but
to explain why large-scale multi-target backdoors face capac-
ity constraints on target distinguishability under a restricted
perturbation budget. The proof uses conditional forms of
Fano’s inequality and the data-processing inequality [Cover
and Thomas, 2012, Fano, 1961].

A.1 Setup and Notation

Following the multi-target setup in the main text, let the num-
ber of attack targets be M. Let X denote the natural input
random variable (image plus textual query), and let

B ~ Unif({1,...,M}) (13)

denote the attack target index; B = m corresponds to the
target response y,,. Given X and B, the attack mecha-
nism generates the trigger variable 7" (a visual perturbation,
a textual trigger, or both), and the triggered input is passed
to the model to obtain the output Y. Since the model out-
put is natural-language text, we introduce a decision func-
tiond(-) : ¥ — {1,..., M} mapping the output to the best-
matching target index, with B= d(Y") and average error rate
P. = Pr(B # B).

A.2 Assumptions

Al. The target index is independent of natural inputs.
The attacker selects B independently of X, i.e. B L X, so
H(B|X)=H(B) =logM.

A2. The output is affected only through the trigger. Given
X and T, the effect of B on Y is carried by T: B 1L Y |
(X, T). This reflects that the model sees the triggered input,
not the explicit target label.

A3. Target recovery is determined by the model output.

~

B =d(Y) is a function of Y.

A.3 Main Result

Theorem A.1 (Restatement of Proposition 4.1). If a trigger
mechanism has average error rate P, over M targets, then

log M < I(T;Y | X) + h(P.) + P.log(M — 1), (14)

where h(-) is the binary entropy function. Moreover; if P, <
nandn < (M —1)/M, then

logM < I(T;Y | X) + h(n) + nlog(M —1).  (15)

Proof. Let B be the true target index and B = d(Y") the re-

covered one, with P, = Pr(f? # B). The conditional form
of Fano’s inequality gives

H(B|B,X) < h(P.) + P.log(M —1).  (16)

Since B is a function of Y, conditioning on Y cannot provide
less information than conditioning on B, so H(B | Y, X) <
H(B | B, X), hence

H(B|Y,X) <h(P.)+ Plog(M —1).  (17)

By Al, H(B | X) = log M, therefore

I(B;Y | X) = H(B|X)-H(B|Y,X) (18)

> log M — h(P.) — Pelog(M — 1),
which rearranges to logM < I(B;Y | X) + h(P.) +
P.log(M —1). By A2, B - T — Y is a Markov chain
given X, so the conditional data-processing inequality gives
I(B;Y | X) < I(T;Y | X), yielding Eq. (14). Fi-
nally, f(p) = h(p) + plog(M — 1) has derivative f'(p) =
log W > 0forp < (M —1)/M, so f is increasing
there; if P, <n < (M—1)/M then h(P.)+P.log(M—1) <
h(n) + nlog(M — 1), giving Eq. (15). O

A.4 Interpretation

Ignoring the fixed error term, the condition reads log M <
I(T;Y | X): to reliably distinguish more targets, the trig-
ger must convey more target-related information through the
output. Fixed or independently optimized triggers under the
same L., budget cannot consistently raise the deliverable
target information as M grows; once it is insufficient, trig-
gers induced by different targets become similar in the shared
representation space, manifesting as cluster overlap, rising
cross-target similarity, more wrong-target errors, and a ris-
ing failed-target ratio. Static triggers can be abstracted as
T = g(B) (input-independent), whereas conditional triggers
T = g(B, X) can exploit local textures and multimodal con-
text to raise the achievable I(T;Y | X) under the same bud-
get, alleviating (though not removing) the bottleneck. The
result is a necessary, not sufficient, condition: satisfying it
does not guarantee attack success, which also depends on op-
timization, architecture, and decoding.

B Full Multi-Target Comparison

Table 4 reports the full comparison of all nine baselines under
M € {5,10,20} on VQA-v2 and OK-VQA, complementing
the collapse analysis in Section 4. Existing methods exhibit a
clear collapse across all paradigms and both datasets: attack
success drops sharply while the wrong-target rate rises, indi-
cating that triggers still act but bind to the wrong targets as
the target set grows.

C Representation Interference Across All
Baselines

Section 4 analyzed cross-target interference using MABA as
a representative baseline. Here we extend the analysis to all
nine baselines and HYDRA, confirming that representation in-
terference is a general phenomenon rather than a flaw of a
single trigger paradigm.

As shown in Figure 6, the contrast is visible at two levels.
Sample level. The average cross-target cosine similarity of
the nine baselines is generally high, ranging from 0.80 (Bad-
Nets) to 0.98 (TrojVLM), with six methods clustering around
0.93-0.94. The point clouds of different targets are highly
interleaved, with no clear target-wise clustering. MABA
(cos = 0.85) is relatively more separable, consistent with its
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Figure 6: Representation interference across all nine baselines and HYDRA at /=20 on VQA-v2. Top: t-SNE of triggered-sample
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similarity heatmaps. Baselines exhibit heavily interleaved point clouds and bright, near-uniform heatmaps, whereas HYDRA yields clearly
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Table 4: Comparison under different numbers of targets on VQA-v2 and OK-VQA. The best results are in bold, and the second-best results

are underlined.

VQA-v2

OK-VQA

#Targets Method

BA 1 Exact-ASR T Sem-ASR T WTR | NTF | PSNR 1 BA 1 Exact-ASR T Sem-ASR + WTR | NTF | PSNR 1

BadNets  0.782  0.031 0.031  0.087 1.000 3543 0529  0.049 0.049 0796 0.800 35.33
Blended 0494  0.161 0.161  0.640 0.800 22.50 0226  0.199 0.199  0.801 0.800 22.36
M-to-N 0807  0.138 0.138  0.800 0.800 19.45 0.606  0.200 0200  0.800 0.800 18.57
DualKey 0811  0.007 0.007  0.03 1.000 32.83 0.621  0.286 0.287 0275 0.800 32.71
5  VL-Trojan 0.817  0.000 0.000  0.000 1.000 30.11 0.607  0.113 0.113  0.533 0.800 29.72
TrojVLM 0262  0.002 0.002 0014 1.000 3349 0223  0.014 0.014  0.083 1.000 33.40
Shadowcast 0.824  0.000 0.000  0.000 1.000 99.97 0.608  0.001 0.001  0.001 1.000 99.98
MABA 0793  0.846 0.846  0.154 0.000 3502 0552  0.223 0223 0.706 0.800 34.90
MTAttack 0494  0.065 0.065 0246 1.000 3041 0.194 0212 0212 0788 0.800 29.99
BadNets 0.677  0.007 0.007  0.152 1.000 36.51 0422  0.079 0.079 0919 0.900 36.19
Blended  0.043  0.068 0.068 0710 1.000 2259 0.002  0.094 0.094 0903 0.900 22.30
M-to-N  0.808  0.200 0200  0.800 0.800 19.38 0.627  0.200 0.200  0.800 0.800 18.45
DualKey 0798  0.020 0.020  0.033 1.000 33.05 0.608  0.096 0.096 0397 1.000 32.94
10 VL-Trojan 0.782  0.000 0.000  0.000 1.000 30.12 0.586  0.000 0.000  0.000 1.000 29.73
TrojVLM  0.029  0.000 0.000  0.008 1.000 3455 0.063  0.000 0.000 0011 1.000 34.24
Shadowcast 0.820  0.000 0.000  0.000 1.000 99.97 0.600  0.001 0.001  0.006 1.000 99.98
MABA  0.173  0.788 0.788 0209 0.200 3509 0.035  0.128 0.128  0.865 0.900 34.88
MTAttack 0.515  0.036 0.036 0262 1.000 3039 0230  0.108 0.108  0.673 0.900 29.98
BadNets 0730 0.005 0.005 0056 1.000 37.69 0514  0.017 0017 0351 1.000 37.65
Blended 0281  0.047 0.047 0901 0950 2290 0.048  0.050 0.050 0950 0.950 22.68
M-+to-N  0.819  0.000 0.000 0950 1.000 19.18 0.623  0.000 0.000 0950 1.000 18.27
DualKey 0806  0.124 0.124 0216 0900 33.11 0.609  0.018 0.018 0454 1.000 33.05
20 VL-Trojan 0.809  0.000 0.000  0.000 1.000 30.15 0.615  0.000 0.000  0.000 1.000 29.77
TrojVLM  0.049  0.000 0.000  0.016 1.000 3574 0.126  0.000 0.000  0.002 1.000 35.69
Shadowcast 0.817  0.000 0.000  0.000 1.000 99.97 0.591  0.001 0.002  0.013 1.000 99.98
MABA 0558  0.299 0.301  0.643 0700 35.10 0236  0.047 0.047 0950 0.950 34.96
MTAttack 0.544  0.018 0018 0277 1.000 3037 0249  0.043 0.043  0.558 1.000 29.96

Table 5: Per-target attack stability across varying numbers of targets
on VQA-v2. Best results are in bold and second-best are underlined;
standard deviation reflects dispersion only and is not ranked.

#Targets Method

Blended
M-to-N
TrojVLM
MABA

Blended
M-to-N
TrojVLM
MABA

Blended
M-to-N
TrojVLM
MABA

Mean ASR 1 Std | Worst-20% T Min ASR 1 Failed-Target Ratio |

0161 0315  0.000 0.000 0.800
0.138 0276  0.000 0.000 0.800
0002 0002  0.000 0.000 1.000
0.846  0.161 0.575 0.575 0.000

0.068 0.124 0.000 0.000 1.000
0.200 0.400 0.000 0.000 0.800
0.000 0.000 0.000 0.000 1.000
0.788 0.351 0.095 0.030 0.200

0.047 0.156 0.000 0.000 0.950
0.000 0.000 0.000 0.000 1.000
0.000 0.000 0.000 0.000 1.000
0.299 0.376 0.000 0.000 0.700

20

higher Sem-ASR, but its point cloud still overlaps substan-
tially. In contrast, HYDRA (cos = 0.62) is the only method
that produces a clear per-target cluster structure at M =20.

Target level. The target-target cosine heatmaps show that
baselines are darker overall; TrojVLM’s heatmap is nearly
uniformly dark (cos = 0.98), suggesting near-coincident tar-
get representations. MABA shows visible diagonal struc-
ture but a small diagonal/off-diagonal gap (0.85). HYDRA’s
heatmap is clearly diagonal-dominant, with off-diagonal en-
tries substantially lighter and an overall average cosine simi-
larity of 0.62.

11

Implications. The high cross-target overlap of the nine base-
lines at both the sample and target levels confirms that the
failure of the independent-superposition assumption is gen-
eral rather than local to MABA, consistent with the necessity
condition log M < I(T;Y | X): under a fixed budget, in-
dependently modeled static triggers struggle to encode suffi-
cient target-identity information into the output.

D Implementation and Training Details

Trainable parameters. We use LLaVA-v1.5-7B as the main
model, with CLIP-ViT-Large-Patch14-336 as the visual en-
coder and Vicuna-7B as the language decoder. The base
backbone (vision encoder, multimodal projector, language
decoder, LM head) is fully frozen during attacker-side train-
ing. Trainable parameters consist only of (1) the malicious
LoRA adapter ¢; injected into the language decoder, and
(2) all parameters of the offline conditional generator G¢
(image-branch UNet, target-branch UNet, projection P, fu-
sion head).

LoRA configuration. ¢, uses LoORA with rank r = 32, o =
64, dropout 0.05, attached to all linear layers of the language
decoder (self-attention ¢/k/v/o and MLP gate/up/down pro-
jections).

Generator architecture. G¢ is a dual-branch UNet (Eq. (6)).
Both branches are two-layer down/up-sampling UNets with



64 base channels (64 — 128 across stages, 256 at the bottle-
neck). The image branch takes x; directly; the target branch
takes [1; c,,] with cross-attention injecting the target condi-
tion after each up-sampling layer. The fusion head is a single
3x3 convolution mapping the concatenated 6-channel out-
put to a 3-channel perturbation. The generator contains about
6.7M trainable parameters.

Target response embedding. We tokenize each target re-
sponse (5-15 tokens) and mean-pool the non-padding token
embeddings (dimension 4096 in LLaVA-v1.5-7B), then map
to the conditioning dimension via P, (Eq. (5)).

Optimizer and hyperparameters. ¢, and G are jointly op-
timized with AdamW, learning rate 2x 1075, linear warmup
(ratio 0.03) and cosine decay, weight decay 0, (,=0.9,
£82=0.999. The effective batch size is 32 (per-device 2,
4 GPUs, gradient accumulation 4). Triggered samples are
drawn according to poisoning ratio 7, = 0.75. Training runs
for 10 epochs; we select the checkpoint with the best vali-
dation ASR. We use BF16 mixed precision with DeepSpeed
ZeRO-2.

Default loss weights. Following Eq. (12), 5 = 5.0, v = 1.0,
p = 1.0; the stealth loss uses \; 1074, Ao = 1074,
Ap 1075, All weights use the same defaults across
datasets, models, and target sizes, without per-task tuning.
The L1/L4 terms are element-wise normalized by C'x H xW;
LPIPS is computed only on triggered samples.

Perturbation budget. The budget is € = 8/255 in raw pixel
space [0, 1], equivalent to €¢ann = 0.25 after CLIP-style nor-
malization; we apply tanh parameterization in the normal-
ized space.

Target responses. Each y,, is a separate natural-language
segment (malicious instruction, disinformation statement, or
induced response), 5-15 tokens. The target sets at M €
{5,10,20,50,100} are nested (the M=10 set contains the
M=5 set, etc.), ensuring comparable target contents across
scales.

Compute. All runs use 4 NVIDIA A40 GPUs. For LLaVA-
v1.5-7B, one run with M =20, 100K samples, 10 epochs
takes about 35 hours; a run with A/=100 and 500K samples
takes about 120 hours.

E Baseline Implementation and
Hyperparameter Search

Of the nine baselines, six were originally single-target (Bad-
Nets, DualKey, TrojVLM, Blended, VL-Trojan, Shadow-
cast), two were category-level multi-target (M-to-N, MABA),
and one was multi-target VLM-specific (MTAttack). We
adapt each to our multi-target setting, where each target y,,
has an independent trigger and all triggers use the same poi-
soning ratio r, = 0.75 as HYDRA. Each method is tuned
within its recommended range; we report the highest-Sem-
ASR configuration within the unified budget.

BadNets. A fixed color patch in the lower-right corner; dif-
ferent targets use different patch colors/patterns. Patch size
searched over {16, 32,48}; 32x 32 selected.

DualKey. A per-target patch optimized by gradient descent in
CLIP representation space; patch 32x32, 500 steps, learning
rate 0.01.
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TrojVLM. BadNets plus semantic-preservation regulariza-
tion; same patch config; regularization coefficient searched
over {0.01,0.1,1.0}.

Blended. A predefined reference image blended into the in-
put; each target uses a different reference (solid block or car-
toon). Blending ratio searched over {0.1,0.2,0.3}; o = 0.2
selected.

VL-Trojan. A per-target trigger image optimized by gradient
descent and blended with v = 0.1; 1000 steps, learning rate
0.005.

MABA. Elliptical triggers at CLIP attention-guided loca-
tions; ellipse position and axes chosen from the CLIP atten-
tion map; each target uses a different location.

M-to-N. A shared shallow four-layer convolutional network
encodes each target as a grayscale trigger embedded into the
image, following the original design.

Shadowcast. Adversarial perturbations via PGD for each
target-concept pair; 50 steps, step size 1/255.

MTAttack. A cross-target adversarial loss to mitigate multi-
target interference; a patch trigger per target, jointly trained;
loss weights follow the original paper.

All baselines share the same base VLM, LoRA config-
uration, poisoning ratio, minibatch size, epochs, optimizer,
and learning rate as HYDRA, so comparisons reflect method
design rather than training resources. We note that sev-
eral baselines (notably MABA, Blended) show substantial
benign-accuracy drops at M > 10; re-running MABA under
rp, € {0.50,0.75,0.90} and learning rates {1,2,5}x107°
shows the degradation persists across all configurations, con-
sistent with the trigger-deactivation regime and cross-target
representational competition diagnosed in Section 4.

F Defense Implementation Details

Gaussian Noise. Adds Gaussian noise with mean 0 and o =
0.03 to each test image.

Feature Squeezing. Quantizes image colors from 8-bit to
7-bit (128 levels).

BDetCLIP. Uses CLIP-ViT-Large-Patch14-336 as the de-
tection encoder; anomaly-score thresholds are calibrated on
clean COCO validation images, and we report AUROC.
Clean Fine-Tuning. Continues fine-tuning the compromised
system on 5% clean data (disjoint from attacker data) for
3 epochs at learning rate 2x10~°, updating only the multi-
modal projector.

InverTune. Estimates candidate targets via universal adver-
sarial perturbations, inverts the trigger mask and pattern, and
repairs the model by activation tuning of the largest-offset
layer in the visual encoder and the multimodal projector; the
number of searched targets is fixed to 20.

Adversarial Fine-Tuning (AFT). Assumes the defender
knows HYDRA uses sample-conditional triggers. The de-
fender trains a UNet generator G” with the same architecture
(base channels 64) to produce adversarial perturbations with
random targets on clean data (€,4, = 0.25 in the normalized
space), then fine-tunes the compromised system on 5% clean
data for 5 epochs with clean/adversarial ratio 0.5.
Conditional Trigger Inversion (CTI). Trains a conditional
inversion network G, for each candidate target ¢;, by max-



Table 6: Per-target attack stability under different numbers of targets
on VQA-v2. Hydra maintains high average ASR and strong worst-
target performance as the number of targets scales.

#Targets Method Mean ASR 1 Std] Worst-20% 1 Min ASR 1 Failed-Target Ratio |

MTAttack 0.065 0.053 0.010 0.010 1.000

5 MABA 0.846 0.161 0.575 0.575 0.000
Hydra 0.949 0.095 0.760 0.760 0.000
MTAttack 0.036 0.017 0.010 0.010 1.000

10 MABA 0.788 0.351 0.095 0.030 0.200
Hydra 0.993 0.005 0.990 0.990 0.000
MTAttack 0.018 0.040 0.000 0.000 1.000

20 MABA 0.299 0.376 0.000 0.000 0.700
Hydra 0.936 0.220 0.685 0.000 0.050
MTAttack 0.021 0.089 0.000 0.000 0.940

50 MABA 0.073 0.197 0.000 0.000 0.840
Hydra 0.989 0.025 0.945 0.900 0.000
MTAttack 0.003 0.024 0.000 0.000 0.980

100 MABA 0.006 0.041 0.000 0.000 0.960
Hydra 0.949 0.154 0.745 0.000 0.020

imizing P(tr, | x + Gj.(x,t),q), identifies the real tar-
get by whether the loss converges below a threshold of 2.0,
and repairs based on the inverted pattern. Inversion uses 300
epochs, learning rate 5x 104, base channels 32; repair uses
3 epochs at 2 X 10~5; the candidate list size is fixed to 20.

G Metric Definitions

Benign Accuracy (BA). Task accuracy of the compromised
system on clean inputs, i.e. the fraction of clean samples
whose response matches the ground-truth response above
threshold 7.

Exact-ASR. Attack success under strict string matching: the
model response must exactly match the target response y,,.
Semantic-ASR (Sem-ASR). Attack success under seman-
tic equivalence, allowing minor surface-form differences; de-
termined by sentence-BERT cosine similarity with threshold
7 =0.85.

Wrong-Target Rate (WTR). The probability that a trigger
still affects the output but binds to a non-prespecified target
(the average of Conf; over targets).

Non-Target Failure (NTF). The fraction of triggered sam-
ples that neither activate the prespecified target nor misbind
to another target, indicating complete trigger deactivation.
Per-Target ASR statistics. With a,, = ASR,,: Mean
ASR = ﬁ Zm s Std is the standard deviation across
targets; Worst-20% is the mean ASR of the lowest 20%
of targets; Min ASR = min,, a,,; and Failed-Target Ratio
2 Iay, < 0.5).

PSNR. Peak signal-to-noise ratio between triggered and orig-
inal images, averaged over the evaluation set.

H Per-Target Stability of HYDRA across
Scales

Table 6 reports HYDRA’s per-target ASR distribution across
M € {5,10,20,50,100} on VQA-v2, complementing the
scalability analysis in Section 6.3. The distribution stays
sharply concentrated as M grows: even at M/ =100, the mean
ASR remains 0.949 with only 2% failed targets, in contrast to
the baselines whose failed-target ratio exceeds 0.94.
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(a) MTAttack (20 targets) (b) Hydra (20 targets)
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Figure 7: Trigger-target binding at //=20 on VQA-v2. Cell (3, j)
is the probability that the trigger for target ¢ elicits a response match-
ing target j. (a) MTAttack collapses into an absorbing target (diag-
onal mean 0.018). (b) HYDRA produces a clean diagonal (mean
0.986, oft-diagonal mean 0.001).

I Trigger-Target Binding Visualization

Figure 7 shows the trigger-target confusion matrix at M =20
on VQA-v2, where cell (i,7) is the empirical probability
that the trigger of target 7 elicits a response matching tar-
get j. A perfectly separable attack yields a clean diagonal.
MTAttack collapses into an absorbing-target pattern (diago-
nal mean 0.018, with a single column capturing almost all
triggers), whereas HYDRA produces a near-perfect diagonal
(mean 0.986, off-diagonal mean 0.001). This gives direct be-
havioural evidence that HYDRA’s content-aware conditional
triggers keep distinct target bindings separable at scale.
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